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OMANI DIPLOMACY: A POLICY OF NEUTRALITY AND THE
APPEAL OF MEDIATION

Adil Moussaouil
Mohammed V university in Rabat, Morocco, moussaouiadilO@gmail.com

ABSTRACT: The article highlights Oman’s positive neutrality approach as a constant in its foreign policy,
which has earned the trust of several international and regional parties. This approach is a cornerstone of
Oman’s foreign policy, where the Sultanate follows a quiet and non-confrontational diplomatic approach,
avoiding entanglement in regional conflicts. The article emphasizes the effectiveness of Oman’s mediation
model in resolving regional and international conflicts, where Oman played a crucial role in the Iranian
nuclear file negotiations, leading to the 2015 Vienna Agreement between Iran and the P1+5. Omani diplomacy
also made strenuous efforts to find a solution to the Yemeni crisis, despite local and regional obstacles. In
conclusion, the article points to the challenges facing Oman’s unique mediation approach in an emerging
regional environment that encourages investment in mediation in regional and international conflicts.

KEYWORDS: Omani Diplomacy; Quiet Diplomacy; Mediation; Positive Neutrality; Yemeni Crisis.

o ls Auspall Labast) Lgtinpe ol 5353l ¥l L ps
cebabls dugusd el modsdl A ahie Lgayad ey Lo

FPREIUR
o . i - Lliad Jgo coasSlys Sl delall calua¥lg culal yudl pasd
G958l 2 J5oall sy il Lezgs e Olooe bl spaall a e B ileadl Falaghidl g L dcalowadl

b1 Lol Bl 5,51 ols Al 2l
LIug Lo 3,093 AparBYI 2200 J18 2 Bl ciiae -

) dga sl e agd Auadlgsydad e clIN2 S0 we
o JlaaSl Sy 0 le aally destall LY Bl o] LS v S Lanbasid Lpsnnny L
Ol ¥l e 382 g cnlay¥ By e Jeall 3], LY Goluasdl Lgieey malialpadl 21, aall Lgadys
S alend Jgroal| daeaagl 59ots abdll Baboadl cyloa] rsardl e e caLMe s Uss Lgta Jan crnsslils
dpaall DI G 13 jglyg Adlindl ol o o glanlly JHS 0390 18 ¢ (cv il Gyl ulows Jg39 o5l )
a5 WUl Lgia , Sl pa iy ApalBYl ilelpuall e Lglams Laa tgully oeal¥] sncall e 5, B3ISa Lgd

IV W PR B0 - .;ruajjl Lgial le 3 taaladly pat o

¥+Y0 Uyl il geyl5 oY+ Y0 ule s Jgull s Vo V8 yiaans sadldl oyls )

‘ 2025 Joyf el dctat) (] Al |—-,.3 »

aeb0)s 2y Sty




e

oo Al 3032 Aokl alblagll a8y s o La .Y
Siaula¥l clelyitly clayyl

ool alll Slsglian 2 3 dleall Ablugll comai Ja
Saieyll Lay¥ly Sl

Jeeadl 2 Uilas Lidged dglaatl Aol gl S a5 J_A .0

§ sl sl
Saolead) Absligdl Aeculaslis sgumg culal S| Lals .1

dlyld | dmgin . 0

slatiel @3 ad g gngll 2 @l e sue J ol
sy Ay ldoeidl gl o e A gie ddd
e Byl @ ualall e 13ue Cada s a g Ll il
eSS el gl Lat - SLaddl gl yaiiy sl 2]
e ey Al Al ST o ol 2 diea
CGdhg ddy  aoledd) Lwlaghodl @l delin
Wlals a3l ol dsey ) 9oVl oy @ gal oe | mgill
Samma gy A s L) Aileead) Lilind ol Loslesdl oled
Slbolaugs al @l 2 olee Alal 35gand Aelll 3, 51
cAdgng Aeda)

Aiload) A s dabiaad | 2. a1 kiaacs g s il ¥ et
NEPS RN [ D [ SRS B [ WO WOV [ WY IS
1Y) ol 2 65T s loling caga s o 35,LaLL 5pad
Lol aBlaMe 4t il (e Algall adlantly e
tSI il Gy e ydalls L 09,3 Sue Jod Al 1
e e WAL ale dhysasd M Jusy pe judw Jof 52
Basill LYl 2 oy pude Jof 058 Bilales Aia ol
(S ol LS ol ¢y cngnan oLl cafl ¢y Lot 42 S, ¥
eslaslindl s Lgale Gulati A dleall draz &l cilis e
2 Aleatl aney eyl Silyg s G i lill okl
(20150 5kae) slim g ¢ gigs y3e¥I ) pLailly alSa VI G|

Ly A a5 bl 2 (g baitl LYY 10yt
da dazenll 5,5 Lo aated Ul Aumgiall 13u e 3 gLl
olaamtl &gy5lly el g3l e @ SLally Gul
P PLI PR P PPN Y-S [P B B P P P
ol Aladl die plee Ulalw doegins 631 aslu¥l gy
= o5 il s = s oy sl S ) el ] @ S
2 g g | AT5a Bla (e la Bilabiw cony3
23 Lidgag Liadlaly Lise 3 ald] cal®dle 2 ol 23
e LaYly A aME e 2a1s Ll an gl s b

(V24T gala) Jlase ¥l 3 ¥

Lo ) Asalecdl Lgule asa5 Ll 3 LoVl oyl i) (a2
e il ) G952 J5 il ane oles Aiald
Uy IS e Lt 3?)—&.&3 9= b_m:d] Oglardly A3funll uy

o 2025 Juyf ol acalt (] ot

ol yi3) AAS e . Y
cals 9o Adleadl Lnlasbindly A s L) dvlicd el 63 (0
O bl 2 (35S0 O ez aliads (07 (65 g adkeu!
Ailly Lgdde agas ol ol a1y falall alytalg gl
Sbiely - pelin¥ly olelend! alises o mal ol 790
OLB AMLeald 2ol Joully Asladl LLiazll jlaes Ags oles
2 g aboaglally el §)tay Adgall cile 301 dysos

esbashll Lgalazal @ sao

o9 sl e Bbal ol aewd ol s Gdsily
zheihs o )l gl Hoal capypuai 2 (aloey ¥l sl
e A9 ABMe A alB]y o)l pundl pa Il G A calis
sae 435 lee Ailaley consST 1 el @Il Jgo Bl
Ly slais¥l e claals  apadaYly A dsudl Cal, ¥ s
Lihie Loagd ol @lay¥ly alelpall 2. doys il e
Quiet aisls awlegls sl mgd yue daug¥l 3,
el Al 3lasl 2 ge,all 3,¥1 Lgilsie Diplomacy
LT el dm gill 10a acametl 2SI el pal ol #1530
Ul ol cteendl oo sugedl Zaaliall glasd! bl
Slad¥l s sue poe Sblaill 2 Lol u ST2 13,35
2 ples Bila L yo0 Lag. dejlatl ol o pasall Gy
08T W) Biagdl 2a3¥1y ¥ (g9l L Ul elingla s

E-I-EN PR

Al ytl B . v
265 b ¥l sLesl asgde iy Julod Al yull 03 ag)3
Lolea) Braloghiall Clo 2 Leilly 36315 Lwiuday jualy
G Al ud g Al 3L Bl e Lajuels
oyae yaby 63V culll pe Lataie Taudl 1a slayg
ool e clials s pag 34T wlal S| 4 e SlnaN
Jio 2 ailaall Twloshudl Gilsyis Sle meill laa
eeal3¥ly ol Jlall 2 Esleal Ablusll oie ghged
By glmdll (e £ 9 Zhgadll 10a el oy elpw u> Slo
Sy Aalaghdl bluo¥l oot Audladl e Lo

Ayl ) AL . €

ALY A i il Aatl A el gl e Loys
e 3 Bl 2IC 8] ol Sty @ gl g Siut s 3 ol
Lleally A ,tnill Cllamdl S, die wma ¥ HLs ua
Alax 7 lay pouoslle dle s Afie Il Al 5l Lgantlas
Lol g o daslyall ST e o L33 Y 5Ll (s
Lalesls Cadags Hlpeialy plas Alale gt ol
de® e ety ALl

LY Ll aggie @ Somy 521 (g daill HLYI 5o L )
Seule 301 Jomg pmusnd 2 Abslougll g

Sorkes Ailabia s aloma ¥ sl T cslasia gl 55 ale . ¥

bl 2y <l



d9a I Seilly Alially Al Al ola ciiidiy el
Sl Lo Legs 4 al ay ol 0pall Sk dasalsf
CLa T A Hladl bl sl

2sailly (g gl Cpeylatl (Gad Loy ats ALY Al L
e Ola Bilal i oSS Goomy gl Sguond B paticns 89
Labisd | Lgingy IO e g 3y yotia dom yl Acubiow sy
slasdl Tod @ ls slewnwly ety 43yl cluuglt
ol ¥l

BN AT ¢ Ling (ra ¥ Gaid ol ).

el Al LS ant 1V Geluadly a1l olea <y e
e laadl ol B oy pall Janll 58550 00585 s mipe
ol Al il ey leaia¥l s Ayl Joudl jo =l
dlae oldly 0)gayg disalins ad o pe allad clin -2
gyl Jgudl sl Lgiande 2.9

Sl el 3l o 50y Adpally coduny Aoyl ola
alll il = s oy ugl® Jon 1 el @l o
Lseal 53l e Ll 55l 5 ay . @ Sl o dlia — ol )5
Adaail sl dae @ A dgnll elee sl iy 2 skt
Glate gLy &bl YA LY s yo claljual Linyi
Apladll 355l xBlgy Auilesll AIgull 3lateg Ase sl
e Loes dag (3t il MY 3laia ] A8l
85l alad s dols cdn )l (oag o pall el alladl]
(YA 0o oY+ Ve G puandly Aballadtl) A0 ¥ dsadlay)

a3 B Ll At bl oyl 3 330 OIS
Ags LgaSoms A glad 3o yls d b sLid Wbl e
Gaine e Has s ucie o Siglgigun Ladge Jumd 3l
Lene Jamd clS Ll da il MBS oyie pad 521 30 pa
ST 2 ALl il el yslam e B5UL 0+ ;e LT
ol Adg5cung 33pe Gouall Taa S by olia !

casly O 2 olas

2 susill A yadl byl dtgng les dibal o ol jliam
IS8 Sl A pall 3 pppmld A pimaall sgasdl Il ol
poden By Al oy (Gl e sl ol
Ll 3l Ae gl 4 clS gl gl 2L plac Ailale
525 e g Llg 2)la¥ly 1,8l Laililee ol iaod

NENCHIU R - NP S ES | P S

daiell L e e Bll 13 2 olad Aital o )50l olSy
o LYl Lal. jLals 2 3, 518t AWl Ciy ol ey
Sy JIEL Y g o 3l e Ll o Lol S 5
ol il 3518 e dnald ey 5oVl ST sLa3Y
Os-0L¥l lain o S ual @ lay @ty Gaps Godae (s

i plas tilalad cdael Sl Jguo¥l e 7ol 9
Ao Al el dadl Lgin oy Laua 5T sl
el B yadl el Lginnyli pe plaec Al colS o
o) sl S ABlally eLaYly adledl jswx
L oleall L )| Al coomgh aal (2015, 3 S0
Ll slallelly dad¥l cilelhaiwd e (uailly L
Calia 2 clsamllola ey mdl uBgdas joloa o le

gl e BVl sVl

¥ bl e pgd e plas Bl oyl Lis e
5)LaY| jaxd. o> Ll LeSsl 2 Positive Neutrality
olaMall A WS A, il 2 Lagee sl aggas O
2 LAl ane e Joudl oy ad Lasie By ey ddoull
Jeriad uB Al ailgal Leuos |yl mie yad,ig calel 3l

cA S e ol 2N

kel pggaeS Calyy 3 GBI A Lol Gy odl g I
4Bl 2 e pogiais g Lo Ay dl gyl 2
oo dScilell ani a8 V4V oy odl gy 3L T glaY
Adladl oyl LT @ ok LSy3g rwgiug dsgen |
Calaal Lgunlyl Jlasiwl e Lilae Jgaltl ola coaiial
AyScuall 55 a1 2 sy cLB,400 pa Jalailly 35,8 e

.(Roderick,1970) syl edlalad! oLl

Corcnng ydall Gy 3y e OB Cami 3 UM A Ll
Ll ymsatgen s S @ded Byl pmondl Al el
o= Permanent neutrality «Siul sLedl s Leg
add] cilalaiag AT Y alacaiVl anes al330Y1 M
Llg Ble ) Leedtl 44 cos3ull (WoIFgang, 2000, p.5)
LaaY Lgalewnily byl sLod¥l lagily 535Ludl coyadl
B g alainil Leis 1340 ale 531 sLa3dU
@31l olumdl Lgaing ore May @I Yo+ Y ale 3umill @Dl
- 299¥) aligll Jom VAV 0 alad Lind ;4350 o gas sl

Sladl i basy Crecedy Cnasgde §3o psgall 1oa LS 2
ALl sl con g Jo¥le (ol slustly b
e lses alually Bualow cilyalse 35T e Al g Lina¥ly
gl oy tall miy SEI L Aeslall ol b¥ gt Baes
«_05_4.:2‘3 ;L&T ;lj).&_n u»_}_' J_LL&:JU 3)_\\__;“ ._\JIT Z\_A‘J‘S.A!
(Christine & Keren,2011) .cLay¥1 ¢¥oaily eale 33l
Al Glas Ailalew eylas | Ay ybaitl Ablasdl ola 3ogs
Liload ae bl 2 aluid) ol sl Taea
Opepladl Jras Len . 2Bl Loy lcis pue dcaildlg dd oo

sl ye ] Lie ginga Lgigaads
Olas Ltal 338, Lgidg uewalills cBy a3 o To¥ 1 dts X
=S 2 s all gl ol W oo sl Hs eVl e

2025 Joyf el dctat) (] Al

P'S R

aeb0)s 2y Sty



e

Lol 22 Lot (ylee Ailalawy s il oy cpailag ol
Bagantl dnleadl ol s ladl 23S, LAl g «Lgndiy da LI
Juadl e cemdly cgiandly Jleddl 2 Lgil e adanll
Jotd sl Sl Bl LY sl as Lgiladhe 3,15Y S|
Il 2 Al Ay S5l Lajlte by Lol o Jxe

.(Kechichian,1995) «1:ui

shd ol las Ailale ciiee bl dagd @LaY Ll
Lalodle skl ) cinee LeS 3umill caly¥sll e Lgiddle
cdy gl 2 Aahill e g 4B onaSa ¥l 0¥ (Ol g

o35 Lalads o1 Laiay 1 0 (ol il et LaS

e dalastl 2 coas glas Ll w o g of Lisasg
celac g sazmill @lL¥olly ) e JS pe Aplall LaleMe
O A8lually Caltladl gl of aay i Lajayad le
ale a3l 55580l YS! aa ala¥elly ol

. (Marc,2007, p.91)rava

il ] Ll 358 e slandll 2 0l 351 de Joaly
G el Aga e 2 ol ol Ak (o Ll oIS Hilal
B ) Bl ] AELL B s a) lids Aeusm
e 55 sl ) JLEY g (Joimdl o pall gl g poed

.(Pinar, 2005) aaktl 2 35|

Lajupals Ol pos Lailadle puglats ples Ailalen 235 oy
ol Gurnliy crnilag ydl Gl el code§ ool 3,080 2
Cagyls @ Gl colas by il alaY gl Hfg;gb:_uy\
ol ) el ae Lglodal dims s 3515 Lgie cllazs
eda T e 5 das Ao Lol lagagdl il oyl Jied S

PBazme daboall e Saya G (aly Hiandl Lpnd ey
Ulgs JS a3y Aahill e ollag | le ¥l Glaei 2
Lo paes LS Jalgall ola cSISs Buaill A yall &l LaY)
Lailen Il Lasgenr 2 las Bl sl paical ol yg coread|
ke 3l 2 Al aiBY) oe¥ Bles 5531 (s

ol oy all el

Al bl J315T 2 glae Bl o paw OIS Layyy
Lacion el 0l pal pe LailBe (Blic 2 ougll 1aa Guaai
ST Al gy tall I s dadly Gy Lidlaiag
Adgiwn Ol LS oF A bl el Chgy Bl cue il wly
3 oles Ul o joyd e ool e dolasl
collanydl Gl i) e 12 SV 598l Comnd

reels Ll ropall malsdl 20 plae Bl oy 0lS5
Cagdally Il e Cnaties gf Hled Ailalis Jals Linjlaall

- 2025 oyl ol sadf (] bt

Buais Aaabis il Y Gl e 53 Sl e
Les dacusi ll Abasdl J s aay ol Iy o pall s 5adl 2
LAl oo wlaal VAT ale el 2 oyl
Gl e yall Gy lall 2 AaBlgll 53l Al

(YA o Y10 (a5 S e pen)

Gkl 2 Lgaluadl fayd o olas Libalew Amlins s oIS
giskw Bbes e Joarn g3 a1 (Lasgus (adi
Ay gt AomS el il g0 (e Bl 1ia pus ALy
codll @ldgiae ya¥ 1ia Conling (slod Alalad Bewitly
MBS e Hlas Lgiania 2 g lae il 3ile Lo

Gl o3 Sl daail]

ole 35008 olae Al iy (5S35 o Adghcall oia (o llavig
s b clBMe e dalasdly (Lguolyi Ladle oo
sl Ao Jaadly (ol ! e Jladdl slaidly o yadl L px

- WP - WS YOV IFN EPUEN - WS VR S P I {

Adgieue Jread OB cda aull 5loid Al lall A e 15 1ay
2 Lo caBya 3Latl 595 iay dliedleuy joapd (Boias (sl
Lige Stale daaill 3,La3 Ladlas comucal 3 33Lull coyondl
el 55 el Aabaie 2 3s)ll iyl lalin 2

FURN SIS W (PP N JRN

Lolead! o)Ll duledt eiluglsl opa oIS asd gy
O3 Dlgdl J93 psen e Bas il Be 50985 A
Ao gl iy etV (¥l Adgg e Wyl g (Ol il gud
Lnalio Lzl yiwl 8 e @3By sl uge 9B
(VY el ) (Holly el poisaall e Ao s Al

Oled bl e & uliany Aalail] (2l gly mlliall oia Gas3 o
A e Leil o cbparaadl 2. 9] Lalasl 335l A L)
2 L4515 3yl ol ol clS - Bt g Lisa® aislew oy
Cr cetag g e tlall Jos At IS cpileall ¥ gl e
gyl dayl g, 01 LglaT yud dgadl Aana® cul®Me ¢t gl
35311 oha pa oyslaill e les Al pom i 21 el

Lags Adsudl ALl Je 3y olodly 33,01 A eyl

B B L o Ll b BB L
S ol sl o8t Galifins Cantia 2 Akl 2 Laldgal
Ll Bl lee Bl Lo ¢rad 3ugas l_;s})la

Orall @l 2T I ilag sl SLaal oyalanll asiels
33139 0 05 crag oa¥ ks 2 gl 2 A illay ull LagSnl
o Dhe] b Mg ecpd 3 EtyiagSHly oyl

bl 2y <l



ple 2 oSl Golatll Guloms JSLAS Joo el (ol o>
up.!b@‘x?' S);J‘L}L_u.u:%;l_;} Wﬁdﬁj_&b‘\o\/\\
cAabill Jgs colnl Sl Cagladl e cllng 51 0¥l 431,

puloma ) 5t cSIS led Bl o] Lisi mslsll (e
e3¢y oY1 2. dalgun] B IS S ra ramalind] (ygla
12 Liagy i (a3 el Lo pa¥l a8l 2 Lgdl o et il
ujso,qjsm Uiial Latlod 098t cslbilSia] alondl gutd ol
Ay B o | B | Ty 5 P By [ e
¥ gyglaill 3uasd ) Sl 2 les Ailalis o
e Ju @l ¥ il el Lgilums ol l gs
ot e Bkl call 2551 L L) Acalicad 35,3 s
Oles Aalaw 34) 4 S iy @il codgll 2 a gl
o byl Gl ¥y ey lals 2 Aaii i elusdl
A1 Bl oyl Radlas¥l 355301 ¥y sl

e eyl 2 plas Wby sy ga ) Li3y03 o ey
CI] b S PR R {0 (R - R -1 23 { RO C I G-
Lol Avalins oy e Ol Bilal s L eSS ully
Blaeadl Layyal Lilead of5) dalod! 3l 1l (a5 oo 58T

.(Jeffrey,2010) apuxtl —oul®y!

201392319 Aot g ey N Y

Galiag lsama 5o Alas Hlos! Al A pha cing &
a1 0 Joall (Sa pomy ALl L) Al
e, Bl ) e LB E ) [ ] BB 5P
ey amlaly B Lglams 2 A nls @il
e ol Rl bl Lgal 3500 ) ulbacall 028 caoac g
ot ul® Jro 0 ULl g 3 o Bl BaL3l1
Ot e Olal ! age 1o 2 g — o), 5 alll s — da
sl Il 15 Al G dalall sus uSad 3yl
(YY) Atgull

i glad Ailal o SIS By L1 A calicadl s ity
s :8akill Lgbye Aale aile)l 2 sbadl e a5 o
EuLg.U OIS LAY A3l oyt unidns alS A BLaS

Cbuu_@mwlyu\m_.mmjfm)u\ aponl
B L e E L EL iy S 8 ol (emind]
(Olabs ) 3Ll oyl Agalge 2 dn @ips Ly 15458

Wu&cwmuw)ﬂu)u\uﬂi Ll calS 10y
Ol il ad sy e 15k YoLz| ST Al b

(3.p,2024,Mohamed) . .U
958 o Oles Al Lgigaly ol cle |l sl uly Sle
J)tt;lo.u\_;c);wi Lag \%ﬂ:fu_@agmﬂglﬂl

oS3 ot LT LaS (ol 0 s oyles Ailal e il )
lals 2 3 dleall AagSadl @es 2 15 hga canl Ju clIIS
Lilal o &iay 3 o)l pal pe oyglaild e Gulal Wlin o)lSs
U393 g Lailadle cpalsd Jowadl Jundl e el 2 plas

.(\YO N N AAY ‘H’A‘ﬁ!))lp'”

k93 uaels e Ol Oloes Aidaliw oy JS ozl
o..\_s.cal_o:o‘%dl_bj)_n).mé_“wﬁ_ﬁ'* 4_1)@
e = ol alll s - sae o Gusal® a3 Gllal !
Llamlll 2. 6T VAVY ale o yre s 2 ol yglo 2 oL a1
alyle¥l Aoy S8 a3y 5l Ol p35ull Led Jooi
LIS ey A BLEY] s Caugig LE\_A)T A Bumill Ay yall
-Gl UM (e 8yl b S8 Gy Al i cad) it

L5 Bl ] @l wliskes ie¥) olaill 12a 33155
2 olaly obed Bl o &yl sgasdl @uanys olda
Js3 @lasy Lasie cl1ad ((TVE .o «u¥sS3) 1AVE ale
0¥l Jlome 2 (gl 3 a8 A sBlic 2 oyl muli)
2ol i) s 4L Lalh @ads 2 oiig (eddyl

LSy e 3l L:gi

s liel 2 Aalilly Aeulid] olualuidl >
Ao sl J9a Jgod gl coadlad ) AVA ale el
Balaill 2 Cyrill A lge g3 g5 b (e Oyl ulyond o

cale g A die o sl @l Well Aslae A9

d.aa.'n_"'j )_SS” uUai_[ng S| &\_J‘ZI}.” anld Cm_n.ab
ol ‘A\_!a.d a___c-‘)\_‘;c.‘l a.:.ul__u_u_” Q\_.g_‘x}:' O=R 3)5:4_” ‘zl_la..’
b’ ST A oo claly (Ao, oY 3, ol 3
‘_,_zn.\:-d‘ u_‘b.ﬁ“ u.\.c. diaiga el ‘_,_1.” |)_v| C)b {)}.J‘
..\-lAA‘\_I‘u_LQulﬁ‘ «_oj_aau_'z-_da.ﬂjj_b.i‘d_a.c Las

Maryam,) o all mdsdl Joo HawY wd) aug
-(2016, p.387

3T Ty oles Bilald S Busiadl Cagylall oia Aes 2
Cag e B0 ¥ | Aaadlesl | By sganndl o LBl )] cuST 3]
vl @S aluf dle cilS il Iy ill pudh e et
ole o gy PLeadl dm s L 35139 JoSy 13 asa a1
Of Baguadl Za Sl e W ST AVA 50902 ol pglal 35005
Lyles s ol Oles Ailalew oy LA ulBLaY] s
Ulalew clor e 35kl os e iled oy by STy
cre obadl ey (ol AaSs Al ity Ay lull ples
Lakaill Jang A SEI LilBe pucuss ) Gueall Liallss)
.(Kechichian, 1995,p.101) «¢lal ST L (et Ll
il pon SLaLE B (el Ailales eyl ccslsd e 315151

2025 Joy) ¢l duadt ] ot

o o mmis

2l 2 <ty )



e

sV plub o OIS el apladl ol J i
e LS el L s cnsSIl el 3 sl Y
Ol Lginsdy VAAY ale e puciew 2 suill il ¥yl
ey dd alall 2. elaudl oglattl BLasl e adsully
& 5Suadl Lgighed 3503 5 (633 o pla Bilalw clins
) ALY 1AAY ale Blasl HLb| 2 sasill bVl ps
aleg Yoo ale 2 Las¥s144: aley VaA0 ale 2 sud
bedl (S wuadl gl s o o SUl Cmgy Y0 -
O Apglall A8ty Cplaull e o 55 @ (S pedl

(Mark J, p.75) o0l Laslag oles dikl .

il glall Jrealewa Tuoy 98 0L gl (o w500 (e IS
o ug¥ Gl 2wl Llewy LinY cobye il
Lewla¥ Gl LY cde & Ll aliaglall aia cudjas
Al 0 2 Jgadl aay 144) )_J}'ST% J_.'J.LA%?M
A all il Aedd| Joo Lgd paind <3, LY 50 sie
oo Bl ) o giidy et ya bl alaia¥l cly Lyleast!
Jisaenl] S alaaledt le] Slew 3 Lols

Sewge plaind 2 A luall oia ) ples Al el
saaatie Jee Gilegama yuadx Lgd cownds Slly V2AY
Aol V) A 30 pag Ly i DNy ol dly A cal , LY
eVl ey Apadl®Y olatd¥l Lilly o3Vl eVl
Jil e Lgad clings ull VAAY alad sl gl sl Blanl ¢y e
Agud ] Juosill A ugy ol 3Ll ) pdacalag
Oles Bilaliw &y wEdad | Jslia 02,8 alal e 3 5LG
20T Ayl adead) dlee 2 sl i 58T Hon b 2

il Joaladl Goayall e Jaslly Adleall EasSandl iy
ol JS iy adead! dlee 2. Aealadly 25U 3551l
oulcl lad L S0 w] e A5LE wlBMe joglat U5 (s
ool glmall gy inga B 03Iy Aluins 30 alusdl
Luye J93 puad (re bimly led Witabey ilS LS,
SHAAT 8l e ps ol3Y 118 2 Lainl g g lan il
Oles Bilal iy @588 (Lusisig lady cayally oyl
Aiale Aoty dd eyaiy A SUI 5yletl Jaladl oyl L le

celd] Sigomy 58 pa L] (Sgua @l

Coiacnt b Al elusgs Jeladl §uyall aatels
o e B o5lif 5 Al Eig o) 350 coums ol LEN 500
Pt alae e dabe osliels ey 35,11 G-ail
il sl 3850 el cxi3 VAT ale po je s 2
IS gt e Jgatl caing edacag ¥l 3 -all 2 oLt
LosSs susmill el ¥slly il 5 oled Tilal o ¢ya SIS

Obakdly dusintl

- 2025 oyl ol sadf (] bt

o HLeddl Bl L | glait] Gulome ) et oy
el oy LIslall Ctllaall T Somil 5 335% &S
e gom oo LisSIl ¥ (e 190 230 pall culg 5l
Lliey g SBall Woliall (580 yally el gl
cedyl Bl Gud 29 Aoy A5 L A9y e Glgae
el 3ol Gl I 3l 2 Lajud o e oles Aibal
Ledins colS ol Aabesbiadl el sggad 38T Sl
A oled Alals sl 31 pall coiall alely - slas Ailale
¥ sl Baldy JSa5 il gl Catlmitl ] alawas¥l

.(Marc J1998,p.74) 45! 1ia dgalsl 5ol

Sl a3l (Lo Uioyd poan (550 ] poaind| aialgg
s Sl 3l ABLLl ¥l ulee iyl e
o] il et a8 g Blal] e ilisae
e e Bumill Lyl colecy -dtigalsl AS wall
AL S e Gy o A st e G
YU 2 ySuadl sl Tonitl Busgacadl Ayall ASLAll
aatio 2 Tan M) gl Caundll cide VA4 ale oy
Aty a1 e eSO Ll pall gl ol ol
2 31l il JB L 3] 2By e orlely ol 0

oule e I

Bomll 532 e BpadlBYly Aol 393,01 (e gy
e Vg o3 g & A sl s e ddY ) clBMall o e sSU
ot ) B35Ledl oyl LIl dagSome dakaill a3 o Lo
i o Bl LYy Shingall SLad¥ e JS Lt
Loty gl 2 omy s Al iy Lylan e 5231 3, Lal
0B ol yglal aloms Lol e g AraalBY ol w3t
i m 5l Jos cogalyg coysSI Ales 2 Lala el id
Llall cal sl ot Sl ) bailly dctingc Lgial o
e=3ly a9 Aalaill 2 sumnll LVl spa g ol danddYly

(7 Agalias) el 2 0yIS5) 5 5 Jols

el e dgia e Biledl A ialaghindl oSyt Lin s
et 32 a3, s 353 S0 5 S L] B3k
81 (35l 5 e8] i sLmls sl (gl
Citga curens 2a¥! Baeuttl) eilias 2 ool gonS Aakall 3.
bl oo Gl Al gt} 45303 (g2 s
e Lyl 2 el Y oY ey 2y AL

PUSPE IS SN VIR BT TFE - (NN I
cox i3l g0ty VAAY Luobe T2 palall Gdies oMel
S5 Lygauy pimng sl ooladll ulma Jg 4t
a4 pSecaadl 319l o pazmd 1 J 9 Hled @ity elBy alld
Oolal alma Joud TSI 3)lsly Boypcall Foyddly

.( Jones & Ridout,2012) sl

bl 2y <l



&;\J- LG:"J‘)B ui Szl a_n‘.!).«_” Q‘JLAZZ“ Uj} tl!..\jb
ety Aatatall A e A e I Alin 2 4 a3 5 pen Y
(YWY eoll) Las caagad Ll oslal ¥y ol dlasyl 2.

eVl Aeiey 2 Aagud) Saun Laylyd oyl clley
L Lghgis 2 Jaally Sl 2 l,anuly
Alag,dl Ayl Apla ¥l cilelend) ees 2 Loyl jaiwly
Ol & o gall pddg oyl e e g 0l 2k

(YWY ¥l ae)

oy eyl g ol G olendl e ol e hug
bl oo Lgde jliastl Lgo sy 5 lad aa cal @Ml
lgieadl UM 5B Aoy Lguasl ol Alin ol 3o L5
Aolems Lebliyly couleadl 2u¥l Loecsy duslll
Byalls comnly @u® codsl s el uly craladl ols Y
o da sl s YV ale opadl ppll Elasd g laal
|gmmpaol craidl Al Joutl Aol g sluasdl Jg3 i o
kel @ Mea¥t aliay A gl el GLAIL g pa i

caabtl L SU A Y e, A

Lugale A nligs wlelb ccals 3, dasdl 33 sl a
450 Ay a9 1 Lgia 00 Agalyy durio e ST e
OF el S alill oy ad T AL e d5 gLl aggal
Vs Lgil e Layolod Gl madil Jg ) 4o o 4 lad
Bus coaliig (gl Lial 1aug JS&5 comani o cdagds
LLeallS a1 P o Augam sl eyl il S ISl

u_‘LA:‘:u.” Y| B)Sbj 5.,\}}“ 2(__3&.3.\:..”

b | 2018 55 ] gt Galand, S 81 gt gl
O g, lall olgd ol pgle JMawly ALl Syl e
Lap¥l delant pa ally Aakill 2 Ladsdl arwsi S
Ayl a3 @lyslatll (s dpuadl @) A

dgecall e AaSe w5l ) cola all

aadlal eilelond! s ASLall Lassas 3l el o Ylo
olan e G 3,550 S pity LT g5 Bl
O 8T B g Aabill 2 cnaladl olea Yl cilelen
e’ ol e Bg Al s Dl ol pelad (Sang 0l
Al i lad g el dole g pulilly dakail] 2 Ladsas
Lrlead) Bliogll o yal eV glms LT Ao (bl @ilga 53
BNl ju5adg lad dogand Al (6T Le 1y cLude Giniglly
.(Zweiri, 2022, p.67) dahill 2 dlelall g5l as

O L Y1 o 3501 s ] ol @l 300 ola
Jilwy p3lgn e M ¥ oyt )l painl 15 2 Gl
ASLell (e JS g (iay¥) oy ol o dabisdl ade Yl

2 au @ sl e Jlaly pled Akl coSa LS
O Al Joie alsle cLidl Yo Blasl ) oo gl
ple oo sole 2 dadie 2 S1 ) oSt il y (pald|
olmll Lo Lol 2. ey alid (plas Al Lai . 1447
Jo> Lajel e dpy 2 colS LeisSd gdlsual el 52
A oledtl A agSoml S yalg Aciaddl 39Sl A s o ma
3y ) LsSoml @l 5l gyl yu a5l Lima o
g el Adee 2 andill (e woill 3ua=3 2 5unual
Il g Oles Bilal iy oy L 3Matl yglat datas o dbgs

(YA o (¥ 9S8 s)

as byl sl Aakie 2 A BY) elap¥l clls
el faagdl sl g5,y cl ygatll 2 clada Yl
=¥ ol Jlanwl e Jead dmds Atgs IS 0
oulandl 93 g eeas ¥ e 3 o Calie JSdy
opliS I ol e e @sd Lo 0l pl ol 48 55 8s 40
CaBya i Juadi (rymdly SLe¥ g Busgacadl s oniliniie
Lo guas dasg¥1 3l 2 al3all G3lhu¥l J5odll wis o)l
csSIy mpmdly medly bysmy (Olidy (Bl 2

0y il (flens (L8 eiuts) ooy gllos 2l (L]
Biug e Jeeall pe iy b (Y 5LVl ey caladla|
Jaall Lgig Jleat| ol 53 i e Jandly e jlinll o), 1Y)
Bhal o ol ol e 3 382 g alay¥ Lgus e
Joolgill Aleat FACIlitAtor Jgwdl youy aluall oled
Ml | day Loge Al Cal bW oy (o glanll g
el Gy Lo aluels GulSasly Se¥l sasa
il ol e J5 00 Holadl dclin (e (]

.(Clément, 2014, p.212)

colgad] B3l pdad 2 bl ) Al 203V s
ASLall b oye Y2V gy 0 2 AysleatdWl g A rulaslinll
ASleng Bl A pall el yLal g9 Ausgaall & yall
e Dbl Lasn 89 el jins dg)sgeng (o]
ol 138 HLSs e dene Lt ek a3¥ 4 tasf oy e oy lad
daslgplt e ST5 of cuolS 3y dain clutangd Leie ety
ity Aunleat®¥Wlg A e lain Wiy Ay wlaglinlly Aoy lall

S ulae 455 JuBt s ol g adels e

s ees e jlastl Jos plant 1 33 Glowd sgay
el glaill ulora J9ut agall e saagiy olaydU
5ylarcull Alasd (o 5o LT aS30g pad 39 anad (21 ,a¥
cdae ;103 T Loga ) cos yn S g3kl Laylyd e
Gl LAY 3y s coaldy Hoall AtV eSS e
pleall ey sl Golaidl ulma dllae comd Lgule coady
Apla ¥ clelend! Ay ASLall s 3 Gluall Jlee¥lL

2025 Joyf el dctat) (] Al

V'S R

aeb0)s 2y Sty



e

ailen oo e g8 ] g FLglls i i) s e
Gt 155 2 AaLuasll 2 g il A yn 1301 e e
g1 e 35D 09S5 J93 uSall o7 LSS ug dacug¥)
Tl el iy Lally Fcagt oIl AagSondl (s LusS AlalouS
39S ST gl oites Loy of Balusll oy Sang sl yLall
ASLelly y515emdls el e B3oSLT AN Byl inl
A8 ale L2 B LYl oyl (a3 2 Ay sgarall Al

2 su il @e¥1) ApauldYls A doul lalaitl ) A sl
L i AanliweS BrasS ol jue aladaill Haa9 (Cradd! 130
Leay,al2 alebilgeasue 2 ablagdl2 5Ls
.(Peter & Isak, 2014, p.316)

Tyl Lgiliusaac T ipe 13gae Olas ditaliy Alalisg uas
Cuiimy @S1 Ladsoy lae e sl Tas le 2a5La11
S0 LS (e sde 2 oy Il S8 e sleaV e auaally
Switzerland of Arabia "auyall 35l | g Lgia
4 4= &dlg Interlocutor state 5,5l Ll atgu 11"

.(James,2021, p.135-136 )

LY aataill 2" o 5ed) ke G038 Lade 3l (e elling
eledly Quolaitl ] 585 Jlatie ¥y o35l Ladls Jand
A8IS (yag LaSls 5y Sl Balg-ll o2s (o Hgully eulBY)
lay¥l sty do 2 Ll SLeddl 5gutl (6500 al, LY
aSlaatly i) Gudsd S gy il 2 cilel pually

(et oslee) dahaill 2

3 patcun (sleadl) @lbalaughl catls (a5 La ) 150wl
257 L LASls 3l plac Bilalew (13 oy g (993 S03
Jad¥l oo coanlly cgagll of 2 aalall Holie Ll
of o> 2 il aileay cydiy Jolodl | Jsuosll
35Sl Alagll die el e g glanll Judy eMe VI Cieall

pan gt slpdl e 1538 Ua iy Lk Aalal s ey a3y
abins ais iyl e ciballad o3 Y d ial, LY
A3 Bl S5l oty o i e 5] 5o oy
o 3 el I ety [ AL 2L e
Lalede alial e colee by oAalins il y5 Lo p il
£ s ) oy AL )l B S
el aall Sl gomd ol o of (Aalaitl cdlels

lay¥l s bl A gleatl Al uugll doladf cisues o af
il aler 2 oyl JLL Jw e Lginy dedayl
Gl YN ale 2 el Gl sl Jos on 3adYI LT
Abliugll 4By A gl (e A ds Jos 3o ol pd o o
bl colrals G LY aia Le coysSily 3lall o

- 2025 oyl ol sadf (] bt

o sl Aupall @lLeYl Adgny Ausgacdl Al
eosll 1aa alal . luall sl gll agl®Yl 5l 503 @ e
ey Gabuadl Leadse plas ilalas connyd (Al
Opdoas il pdad e (ogpall Hlasdl ) gy al3dY
dagedglan oy lad ddgs pe Leiilsn (e (ruadls (nlas
A Aty al A el (e lae Wilal o 5 lga 4 tiad L
el 3yl 38y 50532 Leala olasdl oliay 4 lad
el @I LIS g Lgadlgag Hluasdl Joa o LaS @510
Llel L yas adbea) ol Jo g ladll Byl dazd
Jralal ool y1ad 393 g Jualald clS ull ulS |

(2902 «Amay Js) Aileadl Slsl) as

Lgtaze el Lo olee Ailalaw ST Ay ¥ olia olginly
L0l Aalead Badl gl Tue (oo BalaTe lomy ¥ sl
S5y Lgads g5 (] s il Lgipud sgus yus Sl
el el sl 21y il LgaBse (Blasi ol ol LaS (ol e
SLB3e @l gy Lgie Jan cmylilly g )liamdl Lghan
snsall e 35S WS Ll JAS 0390t [t spmsand ps B
G 4B (e i oS (e LeiSa Las Las gl oY)
ALY la3¥l e sae 2 Alolaagll lgal calt Cal, LY
LI gl 2 il s o La 12y 39l

Lgiuila g ilaall Alolugll A guns. ¥
ablaslh ol pogladl @le 2 ay il el a¥ o ds
el Gay by e o3 Lusglay A ke - » Mediation
YA ot Eglinll iy Yl oyl e dle 3ite
James & ) il JS iy als (e B, LY Sa 0]
gles Lol cUI0S Joall coaly e cUilia . (LYNN, P.162

.( Jacob, 1991, p.4) g1l Joud

1asles (35S OF oz ealay¥g eale 3 2 day gl Lol
)14_&43 I>—sy COmmunicator (59l =sy IMmpartial
¥l e 7553 Y darsll algag 51901 Leio . Facilitator
e A3l Gl b o Aslaall Guds e (a1l AL
Ol Ty iy 55 .35 8 o nSy Jolgill Glass S
o ol sy alalSl ploo) 2 daugll o> oe
=) 3 O dagasll (1S - B! (] Jo gl Lol
2 o=l LYol Jaus Sl calosglall 2 34 31 (403l ga
LidMaws g3 Jo sl mlinglang adns calS b glae
Aeslall Bl b cilaeliws pis e and of oSay o
AL AV 2 Ay dasll Al ZhgeiS M| 215anY

(YT i) Yoo ale
SISV o ya Lasie (b1 e 5382 daccugll o pon

o 38 e A )T Ilia (S5 o s gland | Cal ) LY e
2 dgllas aal dai gl Ayt 5 lgad 10t (A li Al

bl 2y <l



Wal e 3 gles¥ly islgdl Abliugll jgans (3l eVl el o
o Laac bt aing el Baggill &a3¥1 Bag o3 2 olac
Lols 203V Caly bl s sha Lailge cdmlous dgalse
Aolwugll 7l T (gl pazmyg - Oyl Baseill LYt
Lasgen 5l paily 3o ¥l @osill calll Aayi 2 3 dleddl
e ] gy ABLEDY el Lelitly o Leall Gudell 3.
Uguda Lgilen L3 plas Tilaley 3ol el A 31uinn: Jalse
LBy b 3Gy B Jal s LB (il 1o psan e

el oyl oy g ol

Aebidg Lowols el wiSa Gadoatl Lile s fyen oo 2 Joanll
et gllias Gamy Gl ) Juogill oLy olas kel
ST e Bnaly LgualSs 5SSl ol e day

¥ Gl s 2 ASLead) Bulaghiadl 3y (5t
b e Cadgy o Ll el ols ((Marc, 2014)
Jeudl degamag Oyl om Sledl LY ) S sl
elie fasl) gy LY 3an 2 Laday eyl Jo !
oadoma J93 Cagline aul33 Aols Lgie zai ud Ll Al
3gaill @lolas I BLEYI 138 @350 of e et gl

kil 2 Sl

991 Ol cale 2 A ileat] Asluugl ploni &5 (e IS
2 ples Ailals 1901 2 el Ay 221 QL comia
JS s g5l BLAYI sLal] alal A abaill 2 33l il
By (Al sl )5 puipl) s lL¥ell Bl (s gl
ALl ALl 30T g o o 1531 ¥y 2 o Sl
ciiac Ul @ley¥ sus e carasill Lgue e @ads 2
ol Aedd] Lad¥ Lgiais (yag da e aakilly
Graall Sl Jray g1 oLl T 2 Alatdis cljle )

coles Ll gl

A Leat! Aloluglt Aiiatl sggandly dcad! A0)¥I. Y. Y
ol oyl s BMaSH ae 13S0 e U iie ey
o alll i o @Sy el Al aY V) ale 2

-3l Heaie dyjuse 45D (raly

2 e, all e Shgadl Aeles e il La gle ya o Y]
) il Al et all e e g oLt
1 333 ally 4 Shojo ey ll din 3gal delen o
atlad ! 2 U oIS Sl Catlill 1iia . @ Sl 5w
I3 aaical (ool Latie guadl Hlunif deles Jub oy LanY
- (Pekins, 2017) sluall jS il ps ca il

dacleadl Colls ] 63La syl ylaial Y410 puyle YV 2
EJLC‘J ‘q_c.ﬂ “;“P‘” 21_&.‘4\_._3» ‘J)_l_.i e cadlss i..\__rj
GLLaY! gy Bussacall Ay pall ASLell Bl due , )

ccnydadl Al il e ol
ML 2 molsl Lol Alaall dalaghindl e o 134
Sl ool o Aalay pue S el upamions 7l
G950l BLEY I Jguoslt pLaill cilga g cayB Las 1001
£l oms GIY (o gLa 30 (e ST ol IS (131
e Anlm¥l Lale cads g pe el 2. 0nmgol oSla,
Cosead (JUA Jrww Lo YV VoY) s 2 ol LY dals
CreSapal Otim o 7l 3| 2 plad il Al
) s L300 A a1 3,153 cnl il aBg oyl sl 2
Laplcall Ay 339 Labigl Al Galaadl S5 ,eY)
Ceady Y1) g1 2 el ol oyl 3 355 (5,
= oy bl s — das oy agl® 1 oLl La S

Lot oylas Adals Caimy o ¥ el Jax Cadsll 1
Jaxil g 3511 ¢ye Allie B Lis e o A gll 58 30
oS AISH 0208 LS (V£Y o cslee) @llall J53 32IS pa
ol Lgiaiis crag 6 yinT illolng zlanil e gloc Ailales
il elea g o pds jme ¥l ol alll §gga 2
el Jgadl A gazmag Al ¥ el 456l O
ratly Licugyg L yag osill 3 SLellg sl cly¥gll)
3 a3 2 ol Laygs 1) Aalin] (LT ) 2 sl
Ll 12 2 JLEBY1 oLy dacusill agad) Lglac s Rise

Aalgl| Aoluslly ¥ (S99t el abe Y. |

e psemll dcdh gl B A ang Sl calt] fis ol
eyl i 352 Jelall lad Ailalw youll Lo o9 el jus
Ol aiey yi65 juias eyl e dbe (e 2 SY el
Lold e LB il > I Aakilly il culSy
ol alin] LaleSL Aakaill 2 1,51 ¥y o e¥ siig of
el @l e dal el Ll Sl

Al Aoledl Arcubaglind! eilS il g sggamdl cioelew oa!
Ol o ekl BLE S gl FLAll 3 2. 3y 0l
ilioglie day (Y10 H9udsn 2 (gosill Lgzmali o oLy cayilly
s By 38T Jlially L@ s a3 3 e g 3BLE
Ayl Jgdly b e Ol o 2 B15L1 20 bl (L]
T Aa b e S ¥l Bumill LYl ey e

clnglall Lad¥ et cll sggandly dleall eVl
o) cilelallly i ylat! il cilgsy oy casiilly
VA Hllary, Py ae¥l Calybof s dad ces Lggalowt ol
Les al® 1 3,L0301 o) LS ((ov.Laurent Fabius, p
oS 31 853 Ol pglad s (o sl Ja ) Ll
Jalall cOlS Y21 £ ale dad s GSlo gy G Galall 51 50Y)
2 Liealo 3 gl GLasY) ) Jom gl olyy ealiad)

el Ol o AN da Bl p B39 By oall puius

e 2025 Jayl ol sdadl d Al |—-..3 »

aeb0)s 2y Sty



e

1l ISl g el 3lolio 38IS 2 oY e 3yla
sy obeall il sty bl @bl LI 350
Amlal J85 e Joatd gl OF HS30 Ayl o)ld 9o

e el 4l Gy IS (e el 2 gl A
2l pmm (e siandl Byl B, (g5 g Y!
daledl e aalall 5,8 & 3 pae I Lerin gue o>
Jladn (Al 5 Al ol o lling oeall ginnd!
spal e Vot sais ] Lastasg el 35 cosle
.(Strategic Comments, 2017) el Lssacdll

e dalasdl Jal e @y Al Oloes Tl w p s
2 o> Bl bl aline pe buoy dgenb clBMe
ety ¥ G B il o Ailal el 35l s chgy all Conio
G bl Gulme J9o ol Lanay clain 2 (s
2 bl Leoladl compol U gae )l Lel sl
Aol Acabogiall Sy day uSay oyt 12s L (yad
O 1i 05Ss Ao gide Adledl 5yla ) sy o gy
Oy oot o JLad¥1 e Layy dmm ) A 51 0 Y|
i Lo oled Bl v yout Liad YleSauly (LS55

el day¥

Llal o Bl wl e & YLy 35 ganll ola ogs
Leie Ly Liiad! 2a3¥) Cal b oy calinglaall oylas
(ol sus @ BLa Cadgl Al 1 Lailyales Alislge e
@l bl e gl dad s el @ gill 12 Gaga
Fid) oty Jueboas] Ganod) ae¥) Eigaddl o YoV 00ia
Lol Al B g (o i i gil g€ g3l Lol Lol
IS conan eilelal Lol 3 0leddl awslall coicaial Yo
EVRSHEN ISP WP LYY NS PR | JUA P\ PO [ PYWG PN | P

S O9 Gl S0 yeYl

Ade it culeLat @ dainy 3 leall Aslaugtl Jealius el g
Bl i) comd YVA ale @I5gS5in ad3l slae W &y)glisg
Sy o (g i S (ke Gueadl aa¥l g all
Jog olaal Bugusdl clive i gl e g alyl 43l (e

.(Khamis et al., 2022, p106) aoloi¥l elaclwll

lly Lastie Yo¥) 3@ 3 glaatl Aol gl ylg i ectlgs
Lyl g e dadvas sLET 2 L ao¥l (olndl Eigadl
e eslpead) BLEY] o5 Gaaugddl e o iy bl
e glra¥l Jal e da o gilly Bkl call alidg 3e)¥ cL05n
o A s e Bagay zheadl Jolie 2 RS el i

el @l plac Wlals ilid Siwa 2 >yl

o 2025 Juyf ol acalt (] ot

2305 093 10 Liagy ) gl paicad Buzeill Al
glog¥l H5 a0 J b2 . psbaill ()3l 2 gl all LY
o ardl disle 2 aSLall e led Aibal o coaiial
colS plas Blal s . ol oladll ulms Jgo cola
OSan OIS a3¥1 U ol Lgadge 2 by Ao aly AeLid Loy
s glaill Gadzma 51 abasbind! Jadls 00555 O

o Y 0 2 Lyl 055 o (lod Lilaluad o Sas Yy
oc bl Lans g_'v\j..\.c - P géio_ﬂ__.l.” e ydean
O dayd ) Al deLaia Y1 dalg My ildisll
i o oS Wb bl yae ey Hilead] il
e il Lal Ladde Jo o jolill o olas Zilal

.(Khamis & Shahar, p.109) s,L> algs

8T e ol A alagbiodl ilS, =l cela Auladi 2
abashindl oy il A sl el (M5 2 5l (0
2 Jadl e Awad cal® o cias sy Aiadl Aa3 VI st
Ly lies Jaks ples Bilales e Lo et oyglatll uloes
gLing¥l 55805 e Loy ol il o2s casln (o )
Balio AT slomy] les Ailalas oy, 3 Lin ed AiaYl
Lwalagliodl cogal  Dibiw a3 Jog Hlg ol sl
el B, o o glaill Lew ;3 2 Lala 1593 3ledd!
O Lols a0y 4 e gie JS9 omd 9ol OnealBY e W

cOmedly g5l <13

Lasic 58 303312 glac Bl joutl sl uSh La ol
e sl ags ol LYl 2ol P Loy asas
Gudim] oy 8 GILin (5585 LS lae Liales ol , LY 550
3L lawbooadl (e Bulieall o3 5 5a3y £ 3g-il] wSheadl
slul e plac Blalu celee g (oulmy ¥ sledl e

.‘AMG_@JSo..\_ch

2 dazds Sl P sggm oles Ll 585 @I
2 35S 10ge iy LSty ol B,all o gy el
Al ASLe W Jaled Jluw)) Jow il ASley) Jloxs
Sdae LaS A ded! linalad) e 883 2 3y iy
Al el o g oyl (e S sae )5 Al
Aa 3O Al Aliadly Z3hatl GAB Yo oo las Al

Calll 2 2 aledtl Acabesball AUV S pmd @unidl 128 2
LoVl Jog Hlgmll 3 a3a &uinyi slomyl Atgloml o
ol ALl e bl il s Bue e Aaal
dmmll ua JSdn el ol ) et el cdlall e
daclius e Jaadly dangill Headl delen @S0 (e
LIV RN I P E (A PRS- R Y T NEREN |- WV |
3alaical Blamiwly 2 JLESY) 5y nall fe dialjie Lglee

bl 2y )



Slpasill oia J15 2 L Sledtl ggill Aaluial Jal oay
Ll oo olaydl dgeal les Ailal o oSyl A dls
Balads Yoo Auh,y Sl 2 cighadl Labsl by dyslara¥
a3 il 3yl o ie plaladl AIM Conlio 3 yuian
Wl sl e sLadll Uil ] Blasg 3agd Aail,
cslg a2 5T L3S SlgaT ol (e 4Saly las

oLkl

Bl el Z y Ll Aaaleaadl (Y21 0) den T aama shee il
e Vg aally Avlmeall Lol Aidalis A ewiida . Ailed
((Y00Y) dpema e i go

Alea olejlll Gygad 2 @B iy tall yany Al
Odss f(A) il el )

Laibieludy Aam sl 23V (Y1) dema yols o enatdl
bl ol 3y st 58 syl Ggladdl uloes Jufiins (e
- DR

Oles Alaliw 5yl5. (Y4 VA) Gu¥sSd cigiyg e 35
NRERCAPN IR (EVEPH [PV NN i DESC) FLANEN |
sombes Aialiall ealoeadl ;S (VAAT) s g0La (S350
ity Sl a1 by -l il ] el (e

@ua plaldl roled Bilala (Y4Y4) ras g cadls
RO P FSWCN S SPRITN- I WG EN [ W UV (JPR
B Al 2 sl (Y0 0A) dgeme el cail
RSN ETY 1Y - W PR OO0 VO [ - I PP O OO  PREH IS 1 |
LV (Y VA) demms Bums gecuy (oeu dogdma Sy
Aoyl ASLA b3 o le elaelaally Aial,dl A s
35 sy Gyl Bumill dgpall LY age |
0¥ oles Alal i (aalSYI QLS

—gasn el plall (YY) s 5 aa¥l ae il i
bl yall Gladl 58 5a ALt w5l Clewd) gy laall
cBmadl iy da ezl

(YY) G yae apiandly dlll (e e A Bl
led Bl ol Aoyl Al 2 el 55,00 el g3l
(8) VY Ll Alee
(VAT alll e waal ol g

Aclaglis ) Alpall e s iiled Al ol A 5150 Aculcd!
o ST (V) +) i gl Aol A lma Al Ll

YT alle il B85 @ Sonll 3l Bl 3591 Jgmimgs
s el 2 b o 3L 2 a3 gl S5
L35 Gl 330 ol ols g ase (rSratid e
RS PV JPXYIN| - WESIENISUTY RWES [N

el 2 gl g men e BLaYlg dadcies

VoYY o Lo 3,mall B Saondl altl jLeail 3€,n , tiaay
u_c_g_‘.ul:u.‘d‘)\_ul‘d_taﬂd}:-cg}m‘ J.:-TU_A Y’YY}
e draally Gl Gl g lylall g ALY Lol
kel Sl Aapn 2 5 Sanllg HLitl G| CaBy sl patinl

.(Khamis et al, p.108) a_Jlanl als yo J 15 2

Lol Lgelingl @Blasy (el 2 303 ae 3llb| pse
a8 - glagls Jot Jogill a8 Al algaally
dulme oyl @l Lgilenaal s Zslgl Lgtbolousy (las Aikal s
Lebolinin |y taill @ Somy (el 2 Aolaugll > e jald
LeulBYlg Aol l B LY o pe 333509 B il BMLay
ey Oell Ml B3 Ol Bl LSl a0y Adsully
oo Al) Aol ol 5, il GBS (e Al (Bl bol el
O s Bl )SaT 8859 Bl (el 20 p | piadl AL

ahill 2 eleYl

PISVER TG
¥l sl Bnlen 2 olae Bl sleiial o gug
Leisin Apsll] 2bglall sgaall Hlas le Lgundl ol
T e pe Al Lgdgm g ce bl clisaiall (pe agaall
leli 2 Vel il Ly puSe - A5alg!) Aslsll
o 330 A Aileatl Aol ety @5 ey 530
Oled Bl i)l Hliamt by W) 4S5 ¢ Sy ¥ ¢y i

ey pdidl dahie 2 a3

Aslagll Lodlay aluiwdl slsdl z g0 el sl
@lsasd o sl Aileadl Lwlaghudl gy A slaall

z

Vo Uretd] 1gdin 53a sy Aabail) o) Lewead B
2 (g palliey | gominl i Cnaayld] cnleld (y)y olS Jady
sl e )55 Les iaaygus Ablunsll Aurlaglis cLuind

Jldl s 2 el @310

2025 Jopl ol sdalld wlantl [ -

EPTRIIEPEEINRE P



e

Mueller, W. (2000). Two differing concepts of neutrality. In
A good example of peaceful coexistence? Aus-

trian Academy of Sciences Press.

O’Reilly, M. J. (1998). Omani balancing: Oman confronts
an uncertain future. Middle East Journal,
51(1), 54-67.

Perkins, B. M. (2017). Yemen: Between revolution and re-
gression. Studies in Conflict & Terrorism,
40(4), 295-309.

Strategic Comments. (2017). The percolating proxy war in
Yemen. Strategic Comments, 23(4), viii—x.

Therme, C. (2014). La nouvelle guerre froide entre I'Tran et
I’Arabie Saoudite au Moyen-Orient. Conflu-
ence Méditerranée, 88, 57-70.

Valeri, M. (2014). Oman’s mediatory efforts in regional
crises. Expert Analysis. NOREF Norwegian
Peacebuilding Resource Centre.

Wallensteen, P., & Svensson, I. (2014). Talking peace: Inter-
national mediation in armed conflicts. Journal
of Peace Research, 51(2), 315-327.

Zweiri, M. (2022). Iran and the Gulf. Insight Turkey, 24(4),
25-38.

Clinton, H. R. (2014). Le temps des décisions (trad.

francaise). Editions Fayard.

Fabius, L. (2016). 37 Quai d’Orsay: Diplomatie frangaise
2012-2016. Editions Plon.

Laverne, M. (2017). Au Sultanat d’Oman, de nouveaux
défis pour une fin de régne. Diplomatie, (87),
juillet—aoft.

Oglely, R. (1970). The theory and practice of neutrality in
the twentieth century. Routledge and Kegan
Paul.

Therme, C. (2014). La nouvelle guerre froide entre I'Tran et
I’Arabie Saoudite au Moyen-Orient. Conflu-
ence Méditerranée, 88, 57-70.

Valeri, M. (2007). Le sultanat d’Oman: Une révolution en
trompe-I'ceil. Editions Karthala.

o 2025 Juyf ol acalt (] ot

Agius, C., & Devine, K. (2011). Neutrality: A really dead
concept? Cooperation and Conflict, 46(3),
265-284.

Al-Bolushi, M. (2016). The effect of Omani-Iranian rela-
tions on the security of the Gulf Cooperation
Council countries after the Arab Spring. Con-
temporary Arab Affairs, 9(3), 460-475.

Al-Shaili, M. (2024). The stance of Sultan Qaboos on the
First Gulf War (1980-1988). Cogent Arts &
Humanities, 11(1), Article 2330062. https://
doi.org/10.1080/23311983.2024.2330062.

Al-Sunaidi, K. A., & Tarawneh, S. (2022). The Sultanate
of Oman’s foreign policy towards the Yemeni
crisis: Pillars and limitations. Brazilian Jour-
nal of Strategy and International Relations,
11(21), 166-189.

Bercovitch, J. (1991). International mediation. Journal of
Peace Research, 28(1), 3-6.

Bilgin, P. (2005). Regional security in the Middle East.
Routledge.

Colombo, S. (2017). Foreign policy activism in Saudi
Arabia and Oman: Diverging narratives and
stances towards the Syrian and Yemeni con-
flicts. The International Spectator, 52(2),
92-108.

Jones, J., & Ridout, N. (2012). Oman, culture and diploma-
cy. Edinburgh University Press.

James, A.W.,, & Lynn, A. (1993). Mediation: A current
review The Journal of Conflict Resolution,
37(1), 160-194.

James, W. (2021). Switzerland of Arabia: Omani foreign
Policy and Mediation Efforts in the Middle
East. The international spectator, 56(4), 134-
150.

Kechichian, J. A. (1995). Oman and the world: The emer-
gence of an independent foreign policy.
RAND Corporation.

LeFebvre, J. A. (2010). Oman’s foreign policy in the twen-
ty-first century. Middle East Policy, 17(1),
99-114.

[ e \r'S

bl 2y )



sl paylie olod (ol Y| Lo ey (6831 (G9al) udlis
calas¥ duta’h dlew 2 lawgt ) Lewiddeld j pf sddont | 08N

\BY Y-SR vy
imad. mansour@dohainstitute. edu. qa « a3 (Ldall culiuf jull ds god) sgaa )

Lol 308y 5520 Butalie Ay Bt JB 8 gy I 52 & ues B Jga )yl Al oiis Jol o paalintaat
LA ids ol L@.«.‘r_\.n.ai
2SI geall el il coanl i s 1AR) ‘aLc. S @y I u.e;ub.u.a‘ﬁ\ o Sl OJ_A\JQ)J_MU_LCM‘)AJ‘)SJJ
IM e o gl Lol Joo didela aiulyudl 5,005 dilis dauad (o8 (40 ‘2.\_' EEENN ) A S W 2 ‘ALA‘ Jndl L)
SIS WESEN | PR SNEN U PO PN (R RS | P g SV-E5A U - W DES JUR- WESH PN UE 0L 0 Y S I [ RN S SO B .
@2 b Ja e JS iy e yglal Slas¥ s Ao o Al ! o - Aadlite 6 J93 g 0lBMe Lgios (e Bauaie lS] ) &
liow 2 Lgwad Aoy foull L il Ade Lol o Liwe e Awlyadl i w0 .L:,%:!‘):u.u?‘ S oy Lginlai il oy
o) aelns QTC_ILL.“B LS. 6 =S31 ggall enlculieat ‘_g,_m;._n,_:.m Ll oda pla) e Lt slatl 2. Lgle 5l i
<00 Al yudl el Aol LEUSCal Adad | Jodondl Sojand ALl igiandl Joud disln] L ,a d_\.a-_» 43 gf«SJl Soall oo
Al Al ol sl S 2 ddsd) A delat] MALJJUJ.C)SJ_! ‘)L'..\_' Lldless (5LLs)
cAladl giadl (bl el ¢ ualid] fw‘).u.u}“ Cac Sl LY sued A Liat | Slads

GREAT POWER RIVALRY AND STRATEGIC RESPONSES TO
REGIONALIZATION PROJECTS: CENTRAL ASIA’S AGENCY
IN ADVANCING A MULTI-VECTORISM FOREIGN POLICY

| Imad Mansour
IDoha Institute for Graduate Studies, Qatar, imad.mansour@dohainstitute.edu.qa

ABSTRACT: This study examines the choices of regional, non-great powers in an increasingly tense
international environment, and how they pursue their national interest. The article focuses on the concept
of “strategic wherein great power rivalries have opened political and economic 1991 accommodation,” a
trend observed since spaces for local region-building projects, rather than imposing direct hegemony.
The study highlights the agency of Central Asian states in their adoption of “multi-vectorism,” as a
pragmatic foreign policy strategy aimed at balancing domestic and external interests through diversified
partnerships, including with rivalling great powers. The study argues that while multi-vectorism benefited
from strategic accommodation, it evolved independently. In so doing, the study highlights the space of
agency that regional states construct for themselves in formulating their strategies, which is an analytical
departure from attributing this space to the exclusive influence of great power policies. It concludes that
intensifying great power rivalries may present Global South countries with further spaces for them to develop
localized solutions to regional challenges. The study thus proposes an alternative analytical framework that
privileges local agency in understanding region-building projects undershafting geopolitical conditions.

KEYWORDS: Multi-vectorism; Strategic Accommodation; Rivalry; Region-Building Global South.
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THE EVOLUTION OF IDENTITY AND ITS POLITICAL
IMPLICATIONS FOR THE ARABIAN PENINSULA: A STRATEGIC
AND CONCEPTUAL ANALYSIS

Zaid Ali Al-Fadhil 1
1 Political Researcher and Director of the Cultural Program at the Gulf Research Center, zash113@gmail.com

ABSTRACT: This study explores the evolution of the concept of identity among the peoples of the
Arabian Peninsula, who historically lived in a relatively homogenous environment in terms of intellectual,
political, and even economic determinants. The research investigates how the defining features of identity
have shifted over time, influenced by various political contexts across historical periods. It raises critical
questions such as: How have these determinants changed with the advent of Islam as a religion? What
has been the impact of the emergence of the modern nation-state on the concept of identity? These and
other related issues are addressed throughout the paper, with the goal of understanding the nature and
structure of contemporary identity in the states of the Arabian Peninsula. The study further examines the
local and pan-Arab elements that have contributed to the formation of modern national identities in the
region. Special attention is given to the role of the Gulf Cooperation Council (GCC) as a political entity
in fostering a shared, collective identity that has endured for decades, even as many other sub-identities in
the Arab world have faded or weakened. This focus reflects a key contribution of the study, especially in
light of the extensive scholarly attention given to identity in other parts of the Arab world, while relatively
little has been devoted to the identity dynamics within the Arabian Peninsula and the GCC countries. To
address these questions, the researcher employs a historical inductive approach to trace the development
of identity from the pre-Islamic era, through various Islamic periods, and into the contemporary era. The
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study also utilizes discourse analysis tools to uncover the foundational elements and driving forces behind
the formation of Gulf identity. It highlights the fusion of diverse populations—not traditionally considered
part of the Gulf coastal demographic, such as inhabitants from central (Najd), western (Hijaz), northern,
and southern Saudi Arabia, as well as western regions of the Sultanate of Oman—who have all coalesced
into a unified understanding of Gulf identity, both in its semantic construction and its strategic dimension.

KEYWORDS: Identity; Gulf Identity; Shared Identity; Arabian Peninsula; Intellectual, Political, and

Economic Determinants.
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INTERNATIONAL CRIMES IN THE OMANI MILITARY JUDICIARY LAW

Nabahan Rashid ALMaawali |
1 Higher Judicial Institute, nabahanrashid@gmail.com

ABSTRACT : The military judiciary represents a fundamental pillar of the Omani legal system, playing a vital
role in strengthening specialized justice and enrichingjudicial jurisprudence with precise and substantive rulings.
This judiciary derives its authority primarily from the Military Judiciary Law promulgated by Royal Decree
No. 2022/87 on December 2022 ,6, which marks a significant legislative development in the Sultanate. Within
this framework, the law criminalizes three of the most serious international crimes recognized in international
criminal law—genocide, crimes against humanity, and war crimes—due to their profound threat to international
peace and security. This study conducts an in-depth legal analysis of the constituent elements of each of these
crimes as defined in Articles (91) ,(90), and (93) of the Law, while drawing comparative insights from relevant
international judicial instruments. The paper also highlights the notable absence of the crime of aggression from
the current legal provisions, despite the relative stability of its definition and legal elements at the international

level, raising a legislative consideration regarding its potential inclusion in Oman's military justice framework.

KEYWORDS: International Criminal Law; Military Judiciary; Crimes Against Humanity; Genocide; War
Crimes.
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ADVANCING MARITIME SECURITY AND MARINE BIODIVERSITY PROTECTION
UNDER OMAN VISION 2040: THE STRATEGIC ROLE OF MARINE SPATIAL DATA
INFRASTRUCTURE (MSDI)

Nuha Hamad Al-Subhiyah1
1 Sultan Qaboos University, Department of Information Studies; Oman National Hydrographic Office — Royal

Navy of Oman nuha.alsubhi@mod.gov.om

ABSTRACT: This study aims to evaluate the role of the Marine Spatial Data Infrastructure (MSDI) in
enhancing maritime security and protecting underwater ecosystems in the Sultanate of Oman, in alignment
with Oman Vision 2040. A qualitative methodology was employed, involving interviews with representatives of
government, private, and academicinstitutions to analyse the challenges and opportunities associated with MSDI
implementation. The results revealed that MSDI supports maritime monitoring, biodiversity tracking, and the
management of marine protected areas. However, challenges include weak institutional integration, inadequate
technological infrastructure, and insufficient legislation. The study emphasized the importance of cross-sector
collaboration and the adoption of advanced technologies, such as artificial intelligence and the Internet of Things
(IoT), to achieve sustainability. Recommendations include establishing a unified national data-sharing platform,
updatinglegal frameworks, raisingcommunity awareness, and investinginhumanandtechnical capacity building.
These efforts are critical for aligning Oman’s maritime and environmental strategies with its Vision 2040 goals.

KEYWORDS: Marine Spatial Data Infrastructure (MSDI), Maritime Security, Environmental Sustainability,
Oman Vision 2040, Marine Spatial Planning (MSP).
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REPUTATION LAWS IN THE ERA OF DIGITAL TRANSFORMATION
Ghassan Khalil Mouradi, Aline Afram2

1Lebanese University, hasmrad@gmail.com

2 Lebanese University, alineaframjmak22@gmail.com

ABSTRACT: This study explores the transformation of reputation in the digital age, focusing on how it
is built, measured, and maintained in the context of emerging technologies. Individuals and institutions now
actively participate in shaping their digital reputation through social networks, leading to a fundamental shift
where reputation has become more dynamic and subject to instantaneous evaluation. The study examines
the mechanisms behind building academic digital reputation and its relationship with indicators such as the
Impact Factor and h-index. It is based on a field study involving around 200 faculty members from the Faculty
of Media at the Lebanese University, analyzing their digital presence and research activities across platforms
like Google Scholar, ResearchGate, and Academia.edu. Findings reveal disparities in how academics
manage their digital profiles, with some displaying weak self-marketing skills and academic self-presentation
phenomena, while others demonstrated strong capabilities in leveraging scholarly publishing to enhance their
reputation. The study underscores the critical role of digital reputation management in achieving academic
excellence and improving global university rankings. It concludes that academic reputation today is a dynamic,
interactive construct requiring strategic awareness and advanced digital competencies, alongside adherence to
research ethics. The study recommends that universities adopt strategic plans to support academics’ digital
presence and systematically monitor reputation through sustainable, objective mechanisms.

KEYWORDS: Reputation; Digital Reputation; Academic Reputation; Digital Identity; h-index.
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“Social Marketing is a process that applies marketing principles and techniques to create, communicate, and de-
liver value in order to influence target audience behaviors that benefit society (public health, safety, the environ-

ment, and communities) as well as the target audience.”
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1Each identity status is linked to various personality features, subjective experiences, and styles of interpersonal interaction.
The academic identity status model suggested four statuses: diffused, foreclosed, moratorium, and achieved.

2 Research outlined that one of her priorities is to reinforce quality assurance of higher education, which will entail a thorough
analysis of international quality indicators, as well as the impact of global ranking.
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2 The H-index is an index that attempts to measure both the scientific productivity and the apparent scientific
impact of the scientists. The h-index is based on the set of scientists most cited papers and the number of cita-
tions that they have receive in others people’s publications. The h-index can also be applied to the productivity and

impact of a group of scientists.

3"A researcher has an H index when H has at least one H reference from his or her NP research papers, and other
NP-H research papers have not referenced more than H each.”
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THE ROLE OF THE ARABIC LANGUAGE IN STRENGTHENING IDENTITY AND NA-

TIONALSECURITY: AN ANALYTICALSTUDY AMID CONTEMPORARY CHALLENGES
Mahmoud Nasser Al-Saqri 1
1 Nizwa University, College of Arts and Sciences, m.alsagri@unizwa.edu.om

ABSTRACT This study aims to analyze the relationship between the Arabic language, national identity,
and its impact on national security, with a particular focus on how language can be employed to confront
contemporary cultural and ideological challenges. The primary objective is to explore the role the Arabic
language plays in safeguarding national identity and enhancing national security, with special attention to the
cultural and political dimensions of language. The study seeks to provide an in-depth analysis of the role of
Arabic in addressing security threats such as ideological extremism and cultural challenges that may endanger
the stability of Arab societies. The study adopts a qualitative methodology through content analysis, focusing
on a selection of official texts, including speeches, language and educational policies in Arab countries, as
well as a review of the relevant literature in the fields of national identity and national security. Emphasis
will be placed on extracting key concepts and analyzing messages that reinforce national identity and security
through the use of language. The study revealed the critical role that the Arabic language plays in strengthening
national identity and confronting modern cultural and ideological threats. It also highlighted the importance
of preserving the Arabic language and developing language policies that support national identity in the face
of challenges threatening national security. What distinguishes this study is its focus on analyzing official texts
and content related to the role of language in reinforcing both identity and national security. This offers a novel
perspective within the fields of linguistic and security studies and serves as a valuable academic contribution
by providing a scientific framework that can inform the development of linguistic and cultural policies aimed
at enhancing national security in Arab countries.

KEYWORDS: Arabic Language; Identity; Belonging; National Security; Arab Culture.
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9. DISCUSSION

The IRFM synthesizes empirical evidence into an
actionable framework for building institutional
resilience against misinformation. Each component
addresses specific vulnerabilities identified in the
literature while incorporating successful practices
from high-resilience nations.

The SRI’ s emphasis on media market structure
reflects findings from Austria and Finland, where
diverse media ownership and strong public
broadcasting correlate with higher resilience
(Dragomir et al., 2024). The inclusion of
democratic infrastructure metrics acknowledges
the critical role of political polarization in
institutional vulnerability, particularly evident in
Spains experience with partisan pressures.

The ECS component builds on Finland>s successful
media literacy model while addressing age-related
vulnerabilities identified by Soetekouw and
Angelopoulos (2024). The frameworks professional
development metrics respond to evidence linking
journalism standards to institutional resilience,
addressing gaps identified in countries with less
developed media professionalization.

The RMR’ s multi-stakeholder approach
incorporates lessons from Sweden’ s comprehensive
strategy (Timm, 2022), while addressing
coordination challenges identified in the EU’ s
Code of Practice implementation (Pamment,
2022). The framework>s emphasis on detection
systems responds to the evolving nature of
Al-enabled misinformation threats identified by
Cassar (2023).

The STQ component addresses the fundamental
role of public trust, reflecting findings from cross-
national studies showing correlation between
institutional trust and misinformation resilience
(Humprecht et al., 2020). The framework’ s
attention to community engagement responds
to evidence that public participation strengthens
institutional defense against misinformation.
However, implementation challenges remain.
The framework’ s effectiveness may vary in
highly polarized environments with compromised
institutional trust. Additionally, rapid technological
evolution may require continuous adaptation of
assessment metrics. Future research should focus
on validating the framework’ s effectiveness across
different political and social contexts.

10. CONCLUSION

This study has developed the Institutional Resilience
Framework Against Misinformation (IRFM)
through systematic analysis of institutional responses
to misinformation threats. The framework integrates
structural, educational, response mechanism, and
societal trust components, providing measurable
metrics for assessing and building institutional
resilience. Analysis reveals significant variation
in institutional responses across nations, with
Northern European countries demonstrating higher
resilience through regulated media environments
and strong democratic institutions. The framework
addresses identified gaps in current approaches,
particularly in coordinating multi-stakeholder
responses and building public trust.

The IRFM>s primary contribution is its systematic
approach to measuring and strengthening
institutional resilience, incorporating successful
practices from high-resilience nations while
maintaining adaptability to local contexts. Future
research should focus on framework validation
across different political and social environments,
particularly in highly polarized contexts where
institutional trust faces significant challenges.
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FIGURE 2. The proposed IRFM structure and components.

The IRFM comprises Four integrated components:
1. Structural Resilience Index (SRI)

SRI measures three key elements:

- Media Market Structure: Assesses media
ownership diversity and market concentration ratios
based on evidence from Austria>s diverse media
market (Dragomir et al., 2024). Includes metrics
for public broadcasting strength and independence.
- Regulatory Environment: Evaluates legislative
frameworks and enforcement mechanisms,
incorporating lessons from the EU>s Code of
Practice on Disinformation (Pamment, 2022).

- Democratic Infrastructure: Measures political
polarization levels and institutional trust, reflecting
findings on polarizationss role in misinformation
vulnerability (Humprecht et al., 2020).

2. Educational Capacity Score (ECS)ECS evaluates:
-Media Literacy Programs: Measures critical thinking
development and digital verification skills, based on
Finland>s successful model (Dragomir et al., 2024).
- Professional Development: Assesses journalism
standards and fact-checking protocols.

- Age-specific Training: Addresses varying
vulnerability across age groups (Soetekouw &
Angelopoulos, 2024).

3. Response Mechanism Rating (RMR) RMR
examines:

- Detection Systems: Evaluates early warning
indicators and monitoring protocols, drawing from
Sweden>s comprehensive approach (Timm, 2022).

- Volume 1, Issue 1, April 2025

- Stakeholder Coordination: Measures public-
private partnerships and civil society engagement
effectiveness.
- Intervention Strategies: Assesses content
moderation policies and counter-narrative
capabilities.

4. Societal Trust Quotient (STQ) STQ measures:

- Public Confidence: Evaluates institutional
credibility and media trust.

- Community Engagement: Assesses public
participation and civil society involvement.

- Transparency Measures: Evaluates institutional
communication effectiveness.

The framework implementation follows four phases:
Phase 1 - Assessment: Institutional evaluation using
the four components

Phase 2 - Strategy Development: Priority
identification based on assessment results

Phase 3 - Implementation: Coordinated deployment
of identified strategies

Phase 4 - Evaluation: Impact measurement and
strategy refinement.

Each component’ s metrics are weighted based on
empirical evidence from successful national models,
particularly drawing from high-resilience countries
identified in the literature. The framework provides
both diagnostic tools for assessing institutional
vulnerability and strategic guidance for building
resilience against misinformation threats.
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FIGURE 1. Cross-national variation in institutional resilience

Analysis of the literature identiFies Four critical
dimensions For institutional resilience against
misinformation:

 Structural Resilience emerges through media
market diversity, regulatory frameworks, and
democratic infrastructure. Evidence from Finland
and Austria demonstrates how strong democratic
institutions and regulated media environments
enhance resilience. Finlands>s top-ranking media
literacy and strong public trust contrast with Spainss
challenges from poor press freedom and societal
polarization (Dragomir et al., 2024).

» Educational Capacity manifests in media literacy
programs and professional development. Research
shows a direct correlation between education
levels and misinformation detection abilities, with
age playing a significant role. Young users show
greater vulnerability to fake news compared to older
demographics (Soetekouw & Angelopoulos, 2024).

* Response Mechanisms require coordinated
stakeholder action. Sweden demonstrates success
through multiple strategies: confronting, blocking,
naturalizing, and ignoring misinformation
narratives. Germany focuses primarily on
naturalizing approaches and supporting national
television (Timm, 2022).

» Societal Trust fundamentally shapes resilience.
Studies show responsibility distribution among
stakeholders: news media publishers (29%), non-
governmental organizations (21.9%), government
(23.3%), and technology companies (24%) (Cassar,
2023).

Based on these findings, we propose the Institutional
Resilience Framework Against Misinformation
(IRFM), which systematically addresses identified
challenges and integrates successful approaches
from multiple national contexts (Figure 2).
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as some literacy initiatives, to suspense and mitigate
offensive misinformation related to crime, hate,
health, and threats to public order. The first conviction
of spreading misinformation was a sentence of
15 months and a fine of €1620 (Garcia, 2022).

With the implementation of such procedures,
concerns about freedom of expression and speech
have been debated widely in Spain. Finding a
holistic and effective approach with government
and community involvement would be more
successful in mitigating misinformation.

Trecek-King & Cook (2024) piloted an Inoculation
theory applying the biological concept of
vaccination to misinformation and its effectiveness
in building resilience in the science field.

7. METHODOLOGY

Description of the methodology followed in the
study. This study employs a qualitative research
design focused on systematic content analysis to
develop an integrated framework for analyzing
misinformation threats and institutional responses.

The methodology centers on comprehensive
analysis of existing literature, policy documents,
and institutional reports published between 2015
and 2024. This temporal boundary captures
recent technological developments and emerging
institutional responses while maintaining historical
context.

Content analysis is the primary analytical approach,
utilizing N Vivo software for qualitatively coding the
identified literature. The coding schema emerges
from the iterative analysis of the texts, focusing
on three primary dimensions: threat mechanisms,
institutional responses, and resilience indicators.

Two independent coders analyze the material to
ensure analytical rigor, with inter-coder reliability
assessed using Cohemnrs kappa coefficient. This
process enables the systematic identification
of patterns and themes while maintaining
methodological transparency.

The framework development phase synthesizes
insights from the content analysis through
systematic comparison of findings across different
national and institutional contexts.

The analysis examines varying approaches to
misinformation response and resilience building,

-» Volume 1, Issue 1, April 2025

particularly focusing on successful strategies and
implementation challenges documented in the
literature.

Data sources include major academic databases
(Web of Science, Scopus, JSTOR), policy
repositories, and institutional reports. The
analytical procedure progresses from thematic
analysis through comparative analysis to framework
development, with each stage building upon insights
from the previous phase.

Quality assurance measures include rigorous
documentation of analytical decisions, peer review
of the coding schema, and comprehensive source
verification.

This methodology enables systematic examination
of misinformation threats while providing practical
insights for institutional resilience building. The
approach balances theoretical rigor with practical
applicability, ensuring the resulting framework
serves both academic and institutional needs.

8. RESULTS

Content analysis reveals the evolution of
misinformation from state-sponsored propaganda
to Al-enabled digital threats. The CIA»s 1950s
campaign against Guatemalan President Arbenz
exemplifies early strategic misinformation (Law,
2023), while contemporary challenges show that
60.1% of users share content without verification
(Cassar, 2023).

Misinformation manifests across multiple
domains. During COVID-19, it generated
widespread uncertainty and vaccine hesitancy
through conspiracy theories. Financial markets
face specialized websites combining credible and
distorted content, impacting price actions and
business operations (Belova & Georgieva, 2018).

Cross-national analysis reveals varying institutional
responses and vulnerabilities (see figure 1). Countries
with high polarization and little press freedom show
heightened concerns about misinformation. Nations
with an independent press and low polarization
demonstrate greater resilience (Van et al., 2024).

The European Commission>s Code of Practice
on Disinformation, launched in 2018 and revised
in 2021, represents a significant initiative but
challenges implementation (Pamment, 2022).
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(Southern European Countries as Spain, Italy, and
Greece, and the US), 3- the US, as a unique case.
The first group cluster stands out for welfare
expenditure, support for mainstream broadcasting
channels, well-structured regulation on media
ownership, and advertising. Thus, they depicted
a high level of mainstream media trust and low
fragmentation and polarization, which led to high
resilience to disinformation.

On the contrary, the second group was characterized
by “late democratization, patterns of polarized
conflict, a strong role of political parties, and
dirigiste state interventions” (Humprecht et al.,
2020). Consequently, trust in mainstream media is
relatively low, while the consumption of information
through social media is rather high. The third group
was the US media as an exceptional phenomenon
regarding online misinformation.

The country stands out for its vast advertising
market, weak mainstream media, and diverse
politically polarized news streams. The competitive
nature of its marketing culture has made the US
attractive to disinformation-targeting social media
users, resulting in low trust in mainstream media and
a low resilience level to misinformation.Fee 2021,
examined resilience strategies employed by the
United Kingdom (UK) and Sweden governments
in combatting disinformation.

The findings confirmed that both countries shared
similar resilience strategies to reduce societal
exposure to disinformation. Both countries
sought to strengthen individual critical thinking
and advocated media and information literacy
through educational practices. They took part
in distributing online checklists, governmental
guidance, publications, and other strategies to
overcome the misinformation wave.

They both create independent journalism and media
in and around misinformation actors, which in this
case view Russia as a shared opponent and a creator
of misinformation dissemination in both countries.
They have issued policies to create, support, and
promote independent journalism and media.

Moreover, Shaping the information environment
to command the strategic narrative was viewed as
effective by both countries. The policy approach
through implementing fact-checking, targeted
messaging, and communicative capacity in building
and disseminating information was also favored in

both countries.

Another study was carried out by Dragomir et
al., 2024 to uncover the characteristic features
of what makes countries vulnerable or resilient
in encountering online disinformation in four
countries (Austria, Czechia, Finland, and Spain).

Austria 1s featured with a healthy level of
democracy, government support for media, a
diverse and vibrant media market (private and
public), and complex media regulations depicting
a high level of trust by its audience. Probably, the
misinformation tsunami impact has implications
for Austrian society.In response, the government
implemented a combination of legislation, self-
regulation, and literacy.

Czechia is featured with solid democracy, strong
public broadcasting channels, and low foreign
ownership in private media. The media ecosystem in
Czechiahasbeen considered the healthiest in Europe.

Nevertheless, the government displayed
vulnerabilities to disinformation due to
government weakness in detecting false narratives,
weak involvement of community individuals,
lack of media literacy, and a growing number of
government-sponsored misinformation.

On the other hand, Finland is featured with strong
democracy, strong institutionalized editorial
freedom, free access to online content and services,
and a healthy public media organization.

Finland outstands other European countries as
being accredited with top-ranking media literacy
(Jaakkola, 2020), thus gaining public trust in
government and national media streams. To respond
to misinformation, the government implemented
different approaches like fact-tracking, promoting
educational activities, and encouraging free press
attribution to innovate media literacy policies.

However, some suggest legal legislation to control
the velocity of misinformation. While Spain is
featured with a strong democracy, it has poor
freedom of the press, a poor subsidized electronic
media system, less developed professionalization of
journalism, and a highly polarized society due to
partisan government, political parties, and business.

In response to misinformation, Spain implemented a
combination of legal and policy instruments, as well

s
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oversight and set minimum standards for actors
beyond signatories, adding a form of punishment
for noncompliance. On the contrary, Colliver
(2024) claimed that some tech companies were
successful in dealing with specific areas regarding
disinformation risk, especially in transparency for
political advertising. However, COP’s effectiveness
was questioned in achieving the expected
fundamental change due to its self-regulatory set-up
and the lack of enforcement for non-compliance.

“The Institute for Strategic Dialogue (ISD) calls
for policymakers in the EU to design and enforce
systemic transparency for advertising, content
moderation, appeals, and redress systems, and
algorithmic design and output to address the risks
posed by disinformation in the European context”
(Colliver, 2024). Timm (2022) drew a discrepancy
between Germany’s and Sweden countermeasures
against Russian misinformation.

Sweden applies a mixture of different
countermeasures of Confronting, Blocking,
Naturalising, and Ignoring the Russian narratives.
Confronting by disseminating its narrative to
confront the foreign narrative, Blocking the
opponent’s narrative to control domestic exposure,
Naturalising by promoting the self-image of the
country and disregarding the other, and ignoring
by not giving attention to the threat empowering
citizens and institutions to criticize and contribute
to the debate. In contrast, Germany tends to adopt
the naturalizing approach and support national TV
to confront the Russian narratives.

Myers (2021) suggested that if citizens are more
actively involved in the government’s gathering and
sharing of information, it can generate more public
support and dismiss any arbitrary context drowned
by conspiracy theories or foreign institutions. Such
an approach can create stronger collaborative
connections between the government, citizens,
and local organizations to boost resilience and
surveillance to detect any unexpected threats.

Soetekouw and Angelopoulos (2024) claimed that
educating social media users by presenting related
controversial topics, warnings and explanations can
be more effective in enabling people to draw their
informed conclusions.

The inclusion of peer evaluation of the information’s
falsehood contributed to individuals’ criticism of
misinformation. Their implementation of protocol

= Volume 1, Issue 1, April 2025

training for social media users revealed positive
indicators of detecting fake news. They explained
that age and level of education play a vital role
in accepting fake news. There was a positive
correlation between a higher level of detecting
information and a higher level of education. While
young users seemed to be more vulnerable to fake
news than older people. Hence, educating people
to enhance critical thinking in all walks of life can
empower people to be more skeptical and more
aware of filtering news credibility.

Law (2023) applied an experiential futures approach
to predict and prototype to sample public feedback.
Participants were exposed to physical items and
audio-visual elements and were later asked to
provide their responses, reactions, and perspectives.

The fiction design reality simulation enabled
participants to experience emerging futures and
intervention scenarios allowing researchers to
evaluate their responses and reactions to these
futures. Results revealed that the participants most
feared government and industry interventions, while
community-based approaches were more favored.

Cassar (2023) claimed that 90% of the participants
consider that efforts to measure and curb
misinformation>s impact are insufficient. The
public believes that the management of countering
fake news relies on (29%) “News media publishers,”

“Non-governmental organizations (21.9%),
“Government” (23.3%), “Big technological
companies” (24%), and notable quantity pointed out
that educational institution, regulatory authorities,
and private sectors should be involved in curbing
the dissemination of fake news.

Humprecht et al. (2020) conducted empirical
cross-national comparative research examining 18
Western democracies to understand the influence
of politics, economy, and media environment on
online disinformation. They claimed that political
polarization could create a fertile ground for
misinformation as it targets parting partisans, or
elites on matters or policy spectrum (Dalton, 2008;
Hetherington, 2001).

They clustered the findings into three groups: 1-
high resilience to disinformation (Northern and
Western European countries like Austria, Belgium,
Canada, Denmark, Finland, Germany, Ireland,
the Netherlands, Norway, Sweden, Switzerland,
and the U.K. including Canada), 2- low resilience
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sought self-promotion to gain more followers by
spreading fake news. Spreading fake news among
the public may cause social panic and generate
turmoil threatening Nigeria’s peace and tranquility.
Colliander (2019) examined the effect of exposure
to social media users’ comments on changing
individual responses and attitudes toward posted
information. He noticed the use of disclaimers on
social media notifying users of the information
authenticity has an irrelevant backwash on
individuals’ attitudes and propensity to make
positive comments and intentions to share fake news.

Nonetheless, a noticeable change in individuals’
attitudes and propensity to share fake news was
noted after the exposure to others’ comments critical
of fake news. Conversely, Wardle & Derakhshan
(2017) believed that “Social networks are driven
by the sharing of emotional content.” Thus, they
cannot be viewed as neutral communication
pipelines since people tend to share posts and
information that appeal to the prevailing attitude
within their social circle.

The impact of misinformation dissemination can
segregate societies into different races, religions,
classes, politics, etc., invoking the collapse of
welfare and democratic institutions. The disruption
of misinformation during the pandemic of Corona
Virus deployed social pressure on state decision-
makers while trying to manage the pandemic.

People doubted the efficiency of the vaccine
believing in the conspiracy theory of its harmful
effect on human health, disrespecting the rules
countries sought to control the virus (Dumitrache
& Popa, 2022). Challenging the security goals and
objectives during critical times can negatively affect
public health provoking harmful behavior and
resistance to expert advice.

The interactive nature of online platforms and
social media opened access to share information
(both accurate and falsehood), which serves to
shape public perception positively or negatively.
The algorithms of such media contributed to
prioritizing content that promotes sensational or
controversial information (Firdaus et al., 2024).

Studying how people cope with misinformation and
understanding the antecedent conditions (applying
the Recognition and Response Model (MRRM))
can help people develop effective responses
and intervene properly against misinformation

(Amazeen, 2024). Though it depends on
individual traits and conceptual understanding,
it may help to mitigate the implications of
misinformation and generate personal and social
mediation regarding media information. The
velocity of information flood either on websites
or social media is proliferated. Thus, people’s
perception of news reliability or distrust depends
on how they consume and respond to news.
Therefore, spreading awareness and building
trust in mainstream media are indispensable
to diminish misinformation and avoid eroding
public confidence in social institutions.

6. INSTITUTION RESILIENCE TO
MISINFORMATION THREAT

In January 2018, the European Commission (EC)
launched the Code of Practice on Disinformation
(COP) to tackle online disinformation. Facebook,
Google, Twitter, Mozilla, and other advertising
industry companies signed up for the newly drafted
EU (COP). It was the first cross-Europe initiative to
manage the challenges posed by the omnipresence
of misinformation, disinformation, and fake news.

It was revised in 2021 and signed by 34 signatories
and presented in 2022. All signatories are aware
of the fundamental right of individual freedom
of speech, expression, and privacy. Accordingly,
drawing a balance between individual fundamental
rights and taking effective actions against the
dissemination of misinformation is very critical.

The signatories shall bid to build a fair and
honest representation of their intentions. They
shall commit and collaborate to ensure that the
advertising industry bars the placement of harmful
disinformation campaigns. Notwithstanding,
Pamment (2022) argued that the expected strong
trust had not been built between the government,
industry, academia, and civil society.

Some stakeholders were viewed from the
perspective of lobbying and manipulating public
policy. He recommended stakeholders to work
collaboratively and transparently on similar
challenging areas based on mutual trust to help
find and share effective solutions to encountering
misinformation. The self-assessment approach
of the COP should be backed with another form
of regulatory intervention derived from the
Democracy Action Plan (DSA) (Pamment, 2022).

In essence, such action would help improve
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exposure to fake news could contribute to public
distrust of mainstream media. On the other hand,
individuals who are more conscientious and open-
minded are more likely to discern fake news from

accurate ones so easily. It is worth mentioning
that financial markets and brand marketing have
been affected by fake news through different forms
of scams and fraud. It backed the existence of
specialized websites that consist of a combination
of credible yet distorted coverage of financial
research and geopolitical news, which detriment
price action and business in general (Cassar, 2023).

Belova & Georgieva (2018) claimed that business
websites can agitate public opinion and provoke
separation when state-sponsored misinformation.
It can create the impression of supporting a specific
candidate or idea domestically or broadly. Business
news can produce a mix of genuine or sensational
content when motivated to influence.

Belova & Georgieva (2018) expressed concerns
that such techniques have been used for political
campaigns and can distribute malware. It was
found that exposure to online misinformation
was associated with lower trust in mainstream
media (Ognyanova et al., 2020).They examined
how exposure to misinformation can erode public
confidence in social institutions. They revealed that
public consumption of fake news has changed their
attitude toward social institutions.

Scholars, politicians, and journalists are concerned
that such digestion of misinformation can
destabilize political institutions and undermine
mainstream media organizations in exigent
circumstances when people require a reliable and
trusted source of information.The consequence of
such attitudes and behaviors can make the public
more vulnerable to fake news by shifting trust from
one political entity to another and from mainstream
institutions to radical groups.

Ognyanova et al. (2020) concluded that “fake
news was linked to a decrease in political trust
among liberal respondents, but it is associated
with an increase in political trust for moderates
and conservatives.” Accurate information shall
diminish any other source of misperception and
fake news when provided in a clear compelling
format and by a trusted media source.

Nyhan & Reifler (2019) asserted that the way
information is displayed can affect people’s
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perception of news.They claimed that when people
encounter accurate information formatted in a way
that can be easily counter-argument, it can lead to
misperception.

Thus, misperception can be caused by the lack of
corrective information and psychological threats.
News media has been characterized by systemic
biases when deploying news in a dramatized or
sensationalized fashion making them more pursued
by the audience (Harcup & O’neill, 2017).

A cross-country survey was conducted by Van et al.
(2024) across many democracies (the United States,
the United Kingdom, the Netherlands, Germany,
France, Poland, and India) to overview how the
audience perceives the quality of news concerning
the prevalence of misinformation and negativity
bias. Though the finding revealed that negativity
bias is more systematic and pervasive in news,
misinformation alarms the audience as a disruptive
threat across the surveyed countries.

The study demonstrated that in countries where
polarization is high and press freedom is low
more concerns arise about negativity bias and
misinformation. While in countries where an
independent press can act freely without envisioned
polarization concerns are relatively low.

According to Serrano-Puche et al., 2023 in some
countries where polarized and distrusted contexts
are relatively high (e.g., the United States and
India), misinformation threat is perceived to be
more alarming than where media is perceived to
be trusted most of the time (e.g., Germany and the
Netherlands).

Lee (2019) believed that most fake news revolves
around politics and flourishes more in political
climates, leading eventually to the spreading of
misinformation on social media platforms. It has
diminished the credibility of mainstream networks,
portraying credibility to fake news.

Adeyemi & Maria (2022) explained that a country
like Nigeria (endures security challenges) used to
rely on mainstream media as a trusted, reliable
source of information. Before the emergence
of social media, democracy in Nigeria thrived
admirably due to the well-structured, carefully
scrutinized reports.

However, the political climate has witnessed a
dynamic alteration after social media influencers
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resilience against information threats.Recent
scholarship has highlighted the transformation
of misinformation from traditional propaganda
to Al-enhanced digital manipulation, while
simultaneously exploring varied institutional
responses across different national contexts.

This literature synthesis reveals the persistent
challenges in combating misinformation and
emerging frameworks for institutional adaptation
and response. Understanding these parallel
developments is crucial for developing effective
countermeasures and building robust institutional
defenses against evolving information threats.

S.MISINFORMATION AND NATIONAL SECURITY
The accelerated advancement in information
technology has been alarming. Online platforms
and the myriad media applications have altered the
information environment. While such advancement
and prevalence of information has been globally
accepted as convenient and instantaneous, it has
conveyed a new threat of fake, inaccurate, and
illegitimate information or news.

They have introduced new actors to the media
market and opened access to individuals or groups
who previously were marginalized and in need of
revamping. Thus, the emerging problem of untrusted
informational flow has reshaped and affected
societies, institutions, and individuals as well.

Though the term misinformation or fake news may
sound new, it goes back to the 1960s during World
War II and the Cold War in Europe. Governments
spread fake news to manipulate the war stream
and create an impact on nations to maintain their
geopolitical and economic stability.

Law (2023) explained that in the 1950s, the US CIA
(Central Intelligence Agency) purposely spread fake
news about Guatemalan President Arbenz to oust
him. They depicted their action as being “brilliant”
as it aligned with their agenda of fighting the global
spread of communism, claiming to maintain the US
economic stability (cited in Ferreira, 2008).

In the new technological era of AI (Artificial
Intelligence), fake news or misinformation has been
easily created and spread. Cassar (2023) explained
that with the AI implementation, illegitimate fake
news has been harbored on websites and spread
widely among people.

The research revealed that (60.1%) of the participants
share content from social media rather than the main
source, which raises a red flag on the legitimacy of
the information being shared.

The absence of the fact-checking process and the
repetitive exposure to such manipulation encourage
people to believe in the content read or seen
unconsciously. Englmeier (2021) explained that
misinformation can range from fake news, lies,
predictions, harmful truths, and pseudoscientific
statements to unintentionally wrong statements,
personal opinions, or misconceptions. Press
channels and news may have contributed to such
dilemma when they lose their trustworthiness
information sources and add their stance as parts of
their reports.

Misinformation can cause mistrust among societies
and deter cohesion by hampering reciprocal
respect and esteem (Lo Sardo et al., 2024; Sultan &
Zaman, 2023). Covid-19 can be a good example of
information speculation and truth-finding struggle.
It aroused fear, uncertainty, and anxiety among
people worldwide. The lack of reciprocal trust can
breed the ground for conspiracy theories. “People
losing trust in reliable sources of information
may become susceptible to conspiracy theories”
(Englmeier, 2021).

The implausible and sensational information can
undermine people’s confidence in journalism. Thus,
fact-checking aligning with people’s beliefs and
knowledge can help in distinguishing falsehood from
truth. Daunt et al. (2023) justified that individual
psychology and social identity, as individuals drive
self-esteem and belonging sensations from groups,
are more likely to be either susceptible to fake news
or more resilient.

He argued that fake political news contains
conspiratorial elements that aim to generate partisan
tension or a sense of patriotism or even threaten the
freedom of individuals by playing on ideological
beliefs. Therefore, individuals are more likely to
trust news that is affiliated with their identity and
beliefs while rejecting other deviant news. Calvillo
et al. (2021) believed that fake news had a persistent
presence on social media during the US (2016)
presidential election.

He assumed that political news has played a
significant role in influencing public opinion on vital
issues like health care and climate change. Such
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manipulation. Current research demonstrates how
targeted misinformation campaigns can systematically
erode public trust in institutions, influence electoral
processes, and destabilize public health responses
during crises like COVID-19 (Dumitrache & Popa,
2022). The impact varies significantly across different
democratic contexts, with countries demonstrating
varying levels of resilience based on their media
ecosystems, political polarization, and institutional
frameworks (Humprecht et al., 2020).

Cross-national studies reveal that institutional
resilience to misinformation varies significantly
based on several key factors: media market structure,
political polarization, and public trust in mainstream
institutions. Northern and Western European
countries generally demonstrate higher resilience
due to robust welfare systems and well-regulated
media environments. In contrast, nations with higher
political polarization and weaker mainstream media
show increased vulnerability (Dragomir et al., 2024).
These variations underscore the need for context-
specific approaches to building institutional resilience.

The interdisciplinary nature of misinformation
research spans information science, sociology,
political science, and security studies. Despite the
growing understanding of individual aspects, gaps
remain in synthesizing these insights into actionable
frameworks for institutional response.

This study addresses this need by developing an
integrated framework for analyzing misinformation
threats and building institutional resilience, with
particular attention to the role of education systems
in fostering critical thinking and media literacy.

Through systematic content analysis of existing
literature and empirical studies, this research
aims to understand how misinformation operates
within national security contexts comprehensively.
By examining various national approaches
to misinformation resilience, from regulatory
frameworks like the EU>s Code of Practice on
Disinformation to educational initiatives in media
literacy, the study seeks to identify effective strategies
for institutional response and adaptation in an
increasingly complex information environment.

2. STUDY OBJECTIVES

The primary objectives of this research are:

1. Develop an integrated analytical framework
for assessing institutional vulnerabilities to
misinformation threats in national security contexts.
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2. Evaluate the effectiveness of different national
approaches to building institutional resilience
against misinformation, focusing on regulatory
frameworks, educational initiatives, and media
literacy programs.

3. Identify key factors contributing to institutional
resilience across different contexts, particularly
examining the relationship between media market
structure, political polarization, and public trust.

4. Propose actionable strategies for strengthening
institutional defense mechanisms against evolving
misinformation challenges, with particular attention
to the role of multi-stakeholder coordination and
community engagement. These objectives address
the growing need for systematic approaches to
understanding and countering misinformation
threats while acknowledging the complex interplay
between institutional structures, societal trust, and
technological advancement.

3. RESEARCH QUESTIONS

This study addresses the following key research
questions:

1. What are the primary mechanisms through
which misinformation threatens institutional
stability and national security across different
democratic contexts?

2. How do variations in media market structure,
political polarization, and public trust influence
institutional resilience to misinformation threats?

3. What factors contribute to successful institutional
responses to misinformation, as evidenced by cross-
national comparative analysis?

4. How can educational initiatives and media
literacy programs effectively contribute to building
institutional resilience against misinformation?

5. What role do multi-stakeholder coordination
and community engagement play in strengthening
institutional defense mechanisms against evolving
misinformation challenges?

4. LITERATURE REVIEW

The literature on misinformation and institutional
resilience spans multiple disciplines and
theoretical frameworks, reflecting the complex
nature of contemporary information threats.
This review examines two key areas: the evolving
landscape of misinformation concerning national
security and institutional approaches to building
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MISINFORMATION AND NATIONAL SECURITY: AN IN-
TEGRATED FRAMEWORK FOR THREAT ANALYSIS AND
INSTITUTIONAL RESILIENCE 1
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ABSTRACT: Misinformation, a type of fake news, spreads via traditional and modern media channels,
intentionally or unintentionally threatening individuals, organizations, and countries. This study aims to
develop an integrated framework for analyzing misinformation threats and building institutional resilience
while examining the effectiveness of various national approaches to countering misinformation. Through
systematic content analysis of literature from 2024-2015, the research examines institutional responses across
multiple nations, revealing significant variation in resilience levels based on media market structure, political
polarization, and public trust. The resulting Institutional Resilience Framework Against Misinformation
(IRFM) incorporates four key components: Structural Resilience Index, Educational Capacity Score,
Response Mechanism Rating, and Societal Trust Quotient. Findings indicate that countries with regulated
media environments, strong democratic institutions, and high media literacy demonstrate greater resilience to
misinformation threats. The framework provides measurable metrics for assessing institutional vulnerability
and building comprehensive defense mechanisms against evolving misinformation challenges while
acknowledging implementation challenges in highly polarized environments.

INDEX TERMS Misinformation; Institutional Resilience; Media Literacy; National Security; Information
Literacy.
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1. INTRODUCTION artificial intelligence have dramatically amplified its
reach and impact (Monteith et al., 2023). Studies
indicate that over 60% of social media users share
content without verifying the original source,
creating fertile ground for the rapid proliferation of
false narratives (Cassar, 2023).

Introduction to your research. (Background,
importance, objectives). Misinformation presents
a complex challenge in contemporary information
ecosystems, with significant implications for
national security, institutional stability, and social
cohesion. While its historical roots trace back to
the Cold War era when governments strategically
deployed false information for geopolitical
advantage, modern technological advancement and

The scope of national security concerns has
expanded beyond traditional military and espionage
threats to encompass information warfare and digital
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Additionally, investigations between states
must be conducted to ensure that maritime
security companies use reasonable force without
endangering innocent lives or violating the human
rights of pirates.

To ensure transparency, it is recommended to
report all piracy attacks, the use of maritime
security companies, and the carrying of weapons
on commercial and cargo ships. By adopting
amultilateral approach, universally acceptable
rules can be established, taking into account the
perspectives and interests of all relevant parties
involved.
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personnel, rules on the use of force, and command
and control of security personnel. Additionally,
companies must undergo auditing and inspection
by accredited bodies established in various countries
(IMO Assembly Resolution, 2010).

Following extensive consultations with shipping
companies, the Security Association for the
Maritime Industry (SAMI) issued rules on the
use of force. These rules are largely based on the
principle of self-defense, provided that the MSCs act
lawfully while deterring any attack. Furthermore,
the international code of conduct for private
security service providers was established.

It is important to note that adherence to these rules
does not grant immunity to MSCs’ team (Tondini,
2012). Human rights activists have welcomed such
initiatives, as they take into account the fundamental
human rights that even pirates are entitled to.

According to the established principle of self-
defense, the actor must demonstrate the necessity
of defensive measures and ensure that such
measures are proportionate to the perceived
threat. In 2012, the IMO issued interim guidelines
for MSCs providing privately contracted armed
security personnel on ships in high-risk areas. These
guidelines emphasize the overarching authority of
the ship’s captain while addressing the use of force
(Kraska, 2015).

The guidelines state that all reasonable steps must
be taken to avoid the use of force. However, if the
use of force is deemed necessary, it must be applied
in a gradual manner, with only those measures
that are necessary and reasonable under the given
circumstances being implemented. Lethal force
may only be used when absolutely necessary,
ensuring that the measures taken are proportionate
and appropriate to the circumstances, and that the
minimum necessary force is applied. Furthermore,
all reasonable steps must be taken to avoid the use
of lethal force by employing non-violent means
first, except in cases where circumstances require
the immediate use of force, such as brandishing
weapons or firing shots.

Non-lethal evasive measures should be prioritized
to thwart an imminent attack. As several guidelines
suggest, lethal force should only be used when an
attack is imminent and no other means are available
to prevent it (Marin, Mudri¢ & Mikac, 2017).
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According to the Montreux Document, states
and their contractors from private military or
security companies have a legal obligation under
international law. These obligations are explained
in detail by classifying states into three types: a)
contracting states: states that hire services from
private security companies, b) territorial states:
states where private military or security companies
operate, ¢c) home states: states where security
companies are officially registered, if not the
location of their headquarters or management.
Each of these states must fulfill its obligations under
international law by specifying the distinct roles and
responsibilities of each.

The document clarifies the status of private
military or security services’ personnel through the
application of their home state’s national law.

According to Part I, Article 22 of the Montreux
Document, private military or security companies
are obliged to comply with international
humanitarian law or human rights law imposed
on them under applicable national law, as well as
other applicable national laws such as criminal law,
tax law, immigration law, labor law, and specific
regulations related to private military or security
services (UNCLOS, 1982).

However, the phenomenon of MSCs poses
challenges, as many of them lack official registration
records or areregistered in states with weak legal
sovereignty to circumvent their legal obligations. It
is also evident that the Montreux Document only
reaffirms the application of international law to
both states and their contractors. Therefore, states
cannot relinquish their responsibilities regarding
the application of international humanitarian law
through contracted companies.

9. CONCLUSION

The use of maritime security companies is steadily
increasing, driven by their effectiveness in deterring
piracy. As a result, the international community
should strive to establish a global regulatory
framework to govern the activities of these
companies.

In particular, there is an urgent need for uniform
regulations regarding what constitutes acceptable
use of force, as current guidelines remain
ambiguous. If global regulation proves unattainable,
individual states should provide specific guidelines
on permissible use of force.
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8. MARITIME SECURITY COMPANIES AND
INTERNATIONAL LAW

The threat to maritime security attracts universal
jurisdiction and is defined in Article 101 of the
UNCLOS as acts of violence or unlawful detention
committed for private ends by the passengers or crew
of one ship or aircraft against another ship or aircraft.
Article 100 of the same convention stipulates that all
states must cooperate to the fullest possible extent
in the repression of piracy. Consequently, the UN
General Assembly has consistently encouraged states
to cooperate to neutralize this threat (UNCLOS,
1982).

However, if such acts are committed within the
territorial waters of a specific state, they do not
qualify as piracy. The IMO has labeled these acts
as ‘armed robbery against ships,” defining it as ‘any
illegal act of violence, detention, or depredation, or
threat thereof, other than piracy, directed against
a ship, or against persons or property on board
such a ship, within a state’s jurisdiction over such
offenses.” It is worth noting that armed robbery
against ships is also considered a crime under the
1988 Convention for the Suppression of Unlawful
Acts Against the Safety of Maritime Navigation
(IMO Assembly Resolution, 2010).

States remain concerned about the legality
of using MSCs, as their deployment could
potentially escalate violence in an already highly
dangerous area. This concern stems from a lack of
accountability and control over these companies.
‘While studies have examined MSCs from a military
perspective, the legal aspects of their operations
have rarely been addressed.

There appears to be a scarcity of literature focusing
on the legal dimension of the emergence and
operation of MSCs, leaving a legal void that
these contractors often fill while conducting their
activities. Yet, MSCs are subject to international
law, but assessing their applicability requires
evaluating their activities on a case-by-case basis.
In most countries, there is a legal gap within
which these companies operate. In this context,
the importance of domestic legislation has been
emphasized to regulate their activities effectively
(Kraska, 2013).

The status of MSCs’ personnel is another area of
discussion, particularly whether they should be
classified as civilians, mercenaries, or combatants

under international law conventions. However,
the definition of mercenaries is ambiguous
and debatable, creating further confusion that
complicates regulatory initiatives. Therefore,
it is hoped that host states will enforce a legal
licensing framework and regulate these companies
in accordance with their policies and regulations
(Tondini, 2012).

The international community has adopted
various approaches to dealing with MSCs. Some
countries have explicitly banned them, while
others, particularly those with large ship registries
like Cyprus, encourage ship-owners to utilize
such services. A middle ground has been adopted
by countries such as Norway, where the use of
maritime security companies is permitted, but the
responsibility lies entirely with the ship-owner. This
lack of international coordination in regulating
the activities of MSCs has led to confusion among
states. Under customary international law and
the UNCLOS, states are obligated to prevent and
suppress acts of piracy.

They also have the right to seize ships suspected
of piracy and confiscate everything on board
(Symmons, 2012). However, these obligations do
not extend to maritime security companies, which
are solely employed to deter pirate attacks. This
raises the question of whether privately contracted
security guards are allowed to carry weapons on
commercial ships and whether they can use lethal
force in self-defense or to defend the ship’s crew.

As part of international efforts to regulate the
activities of MSCs, and after years of reluctance to
recognize their legitimacy due to concerns about
escalating violence, the IMO issued the Maritime
Safety Committee Circular in 2009.

This circular provided essential recommendations
on the use of maritime security service companies.
Additionally, the IMO issued guidelines for ship-
owners, emphasizing that their ships would be
subject to the legislation of the coastal state once
they entered its waters. This means MSCs may be
subject to different rules and regulations depending
on the jurisdiction.

These recommendations led to the development
of an international standard and an accreditation
process for MSCs. Therefore, to obtain accreditation,
companies must adhere to specific standards,
including licensing of firearms, vetting of security
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the logic adopted by the International Tribunal for
the Law of the Sea (Eski, 2016).

In Egypt, shipping agencies are required to provide
a detailed list of weapons and ammunition on
board the ship. These items must be stored in a
locked container under the authority of the ship’s
captain and presented to port security officials for
inspection.

The weapons are returned to the ship before it
departs the port. While in India, all ships transiting
its territorial waters or exclusive economic zone
must secure firearms and ammunition in a locked
space before entering these areas.

Additionally, at least 96 hours before entering these
waters, the ship must submit a report to the regional
coast guard detailing the types of weapons on board
and the personal information of the private security
team.

Yet, France and the United Kingdom adopt a more
liberal approach, allowing the transportation of
firearms by foreign ships exercising their right of
innocent passage.

However, all weapons and ammunition must be
securely stored on board, and the relevant authorities
must be notified in advance. In contrast, Spain and
Israel are the most lenient jurisdictions, as they
do not require prior notification for ships carrying
firearms (Bueger, 2015).

Malta, one of Europe’s largest shipping registries,
has had to address the employment of MSCs on
commercial ships. Until 2011, Malta’s transport
authority adhered to IMO policy, which prohibited
Maltese-flagged ships from carrying weapons on
board. However, this changed when the IMO issued
its interim guidelines on the use of MSCs. If a ship-
owner decides to deploy a MSC, they must obtain
prior authorization from the Merchant Shipping
Directorate, Malta’s competent authority. The MSC
must submit an application, accompanied by the
voyage plan and a crew list of all security personnel.

Once authorization is granted, the ship-owner must
ensure a ship security plan is in place and conduct
a ship security assessment (Liss & Schneider, 2015).
The use of weapons by MSCs is a controversial
issue, as regulations vary significantly between
countries. This includes differences in firearms
licensing and whether countries permit the carrying
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of weapons through their territorial waters. The UN
Convention on the Law of the Sea (UNCLOS) does
not explicitly address this issue.

However, states encourage ships carrying firearms
and maritime security teams to comply with
applicable laws governing the acquisition and
transportation of firearms.

The IMO guidelines emphasize that MSCs must be
aware of their legal responsibilities under the flag
state of the ship, the state in which the MSCs is
registered, and the countries through which the ship
will transit (UNCLOS, 1982).

Another legal issue that arises is the obligation
to rescue pirates after their means of transport
becomes unseaworthy following a repelled attack.
In such cases, the ship’s captain is required to rescue
them, as they are considered ‘persons in distress at
sea.” However, this situation raises serious human
rights concerns, particularly at the moment of
apprehension.

It must be determined whether the laws of the flag
state authorize the ship’s captain or private security
personnel to arrest and detain these individuals.
Additionally, if the decision is made to release the
pirates and return them to their home countries, the
flag state must comply with its obligations under the
Refugee Convention (Kraska, 2013).

There is significant debate surrounding the activities
of MSCs, particularly regarding security incidents
and efforts to legitimize their operations. Ship-
owners are often cautious about employing such
services due to concerns about potential liability for
their companies and the risk of reputational damage
if MSCs use force.

Another concern regarding the employment of
MSCs is that crew members may begin to demand
legal protections, which could increase the costs of
maritime voyages and reduce shipping companies’
profits. Ship-owners are also wary of the potential
escalation of violence by pirates, which could result
in loss of life, damage to cargo, and harm to the ships
themselves, leading to significant financial losses.

‘While ship-owners have welcomed best practices for
deterring piracy that emphasize non-lethal measures,
these practices are not mandatory and are often less
effective than employing MSCs (Ralby, 2018).
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ships, which has now become the most common
form of piracy (Spearin, 2012).

Most piracy attacks occurred in Southeast Asia
during the 1990s. Initially, piracy incidents in this
region were rare, and even the regional governments
failed to acknowledge the existence of the problem.

The hijacking of the MV Alondra Rainbow, a ship
owned by Japanese shareholders and registered in
Panama, sparked widespread discussions about
piracy in the region.

This incident led to the adoption of a new tool
to combat piracy in Southeast Asia. The regional
cooperation agreement on combating piracy and
armed robbery against ships in Asia was established
in 2004, an information sharing centre, which
facilitates cooperation among participating nations
to reduce piracy in the region.

The centre also performs other essential tasks to
prevent and suppress piracy and armed robbery.

Additionally, the participating states agreed to
assist victimized ships and rescue victims of such
attacks (Hayashi, 2015).

By the late 2000s, piracy incidents in Southeast Asia
began to decline. However, during this period, pirate
attacks started to surge off the coast of Somalia
(Beri, 2017), primarily due to the country’s political
and economic instability. Somalia is considered a
failed state, lacking effective governance on land or
along its coastline.

This created a safe haven for Somali pirates, who
knew they could hijack ships and bring them
into Somali territorial waters without fear of
apprehension.

Somali pirates typically operate using a mothership
accompanied by high-speed boats to board
commercial vessels. They are often armed with
heavy weapons.

The IMO has actively worked to enhance the safety
of ships and their crews transiting the Somali coast.
Incidents like the hijacking of the supertanker MV
Sirius Star were unprecedented, demonstrating the
technological sophistication pirates had achieved.

In response, the IMO Secretary-General urged the
UN Security Council to take necessary measures to
address piracy in the region (Chapsos, 2014).

The IMO also requested the Somali transitional
federal government to allow entry into its territorial
waters for operations against pirates or suspected
pirates who endanger ships carrying humanitarian
aid to Somalia or departing the country after
unloading such cargo.

However, it is important to note that this request
applies specifically to the situation of piracy off
the coast of Somalia (Spearin, 2012). Recently, the
waters off the coast of Nigeria, Africa’s largest oil
producer, have emerged as a new hotspot for piracy.

Pirates in this region often target fuel shipments,
offloading them onto their vessels to sell on the
black market. This type of piracy is particularly
dangerous for sailor safety, as pirates in these cases
have little incentive to keep hostages alive.

With piracy now extending to the coasts of
East Africa, countries are finding it increasingly
challenging to monitor vast areas using military
ships alone (Chapsos & Kitchen 2015).

The UK Department for Transport, in its 2011
interim guidance, stated that MSCs’ teams should
use the minimum force necessary to deter pirates
and protect the ship’s crew.

This force must be gradual, reasonable, and
proportionate at all stages of an attack. However,
the guidance does not specify what constitutes a
gradual, responsible, and proportionate response
to a pirate attack. It suggests that measures
demonstrating the potential use of force—such as
displaying firearms and issuing verbal warnings—
should be employed.

Warning shots are also permitted but must not be
considered an act of aggression. Under English
law, the use of lethal force is only justified in cases
of grave danger. In contrast, U.S. law appears more
lenient, allowing the use of non-lethal force to
protect the ship or its cargo from theft or damage.
Non-lethal measures may include the use of fire
hoses or acoustic blasts. Additionally, lethal force
is permissible in cases of self-defense or defense
of others, provided there is an imminent threat of
death or serious bodily harm. Self-defense is defined
as an act to prevent an attack on oneself or another
person, using force, including lethal force.

Notably, under U.S. law, warning shots are not
considered a use of force, a stance that aligns with
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h. Operational Center: The company must maintain
an administrative or operational center where
professional, financial; procedural, certification,
files, correspondence, and commercial documents
are securely stored and managed.

Additionally, the company must have procedures
and plans in place to ensure business resilience
(Seasecurity, 2024). MSCs must demonstrate that
the size and composition of the security team, as
well as the equipment deployed, have been discussed
and agreed upon with the client. T

his agreement must be documented in writing,
taking into account relevant factors such as the type,
size, and speed of the vessel, as well as the threat
level.

The company must ensure that the security teams
include a qualified team leader capable of assessing
vulnerabilities and risks on the vessel, and that one
member of the security team is designated as a medic
(Ralby, 2018). Additionally, the company must have
access to accurate intelligence information and
ensure that this information is available to deployed
security teams.

The company must provide clients with intelligence
updates when necessary. It should maintain a
clear command and control structure that ensures
the chain of command is clearly defined and
documented.

This structure must include a clear statement that
the captain remains in command at all times and
retains ultimate authority on board the vessel. MSCs
should provide a documented list of duties, expected
conduct, and procedures for the security team on
board the vessel (Chapsos , 2014).

They must also demonstrate commitment to the
principles of the International Code of Conduct,
local national laws, and rules on the use of force, as
well as the roles and responsibilities of the captain.

Furthermore, MSCs must equip the security team
with secure communication devices for use on the
vessel, and have medical support, include in its
planning process an assessment of the potential need
for medical support, have procedures in place for
first aid, and ensure that security teams are briefed
on their responsibilities toward hostile or neutral
casualties.
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MSCs must provide regular training for its personnel
to ensure they possess the skills necessary to perform
their duties professionally and safely.

This includes appropriate weapons training and
specialized equipment training, ensuring that the
weapons are suitable for the mission, and provide
evidence that firearms are purchased, transported,
shipped, and disembarked legally.

The company must maintain detailed centralized
records of weapons and ammunition movements and
obtain and maintain the necessary legal permits and
licenses (Seasecurity, 2024).

7. THE CHALLENGES FACING
MARITIME SECURITY COMPANIES

Piracy has been, and continues to be, a significant
cause of economic impact, prompting commercial
shipping companies to turn to private security firms
for enhanced protection Gould, 2017).

Between the 17th and 19th centuries, Barbary pirates
operated in the Mediterranean Sea, seizing cargo
ships and their crews while demanding ransoms.
During that period, commercial shipping companies
negotiated agreements with nations to pay higher
taxes in exchange for naval protection against pirates.

Historically, pirates were classified as «enemies of
all humanity,» a designation that remains relevant
to modern-day piracy (Kraska & Wilson, 2008).
Modern piracy has devastating effects on the global
economy.

Insurance premiums for voyages have risen
significantly, leading to substantial increases in
shipping costs. These costs are ultimately passed on
to producers and, eventually, end consumers.

Beyond economic consequences, piracy is also
linked to environmental harm and the obstruction
of humanitarian aid, preventing it from reaching its
intended destinations. Piracy manifests in various
forms, with kidnapping and armed robbery being the
most prevalent.

For example, kidnapping was a commontactic in the
Strait of Malacca, where pirates would capture crew
members and demand ransoms.

However, this approach has declined in recent years,
and pirates have shifted their focus to hijacking entire
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As these companies expanded their onboard security
operations, the need for governance mechanisms
became urgent to ensure firms possessed the
expertise, credibility, and legal compliance necessary
to protect client vessels.

To address this gap, the IMO collaborated with
stakeholders to develop accreditation standards and
operational guidelines for private security providers.

These standards aimed to verify that personnel were
properly trained, legally informed, and equipped to
safeguard crews in high-risk environments.

Complementing these efforts, the international code
of conduct for MSCs’ providers established criteria
to assess the suitability of firms and their personnel
for maritime operations. Together, these frameworks
sought to mitigate risks—such as human rights
violations or misuse of force—while legitimizing the
role of private security in global shipping (Bueger &
Edmunds, 2007)

MSC:s are highly desirable and require operational
standards to be adopted worldwide to ensure the
acceptability of maritime security operations. The
Security Association for the Maritime Industry
(SAMI) has established standards that involves a
three-stage process. The procedural phase assesses
the financial, legal, and insurance status of the
applicant, including whether they have appropriate
risk coverage, legal support, and sufficient funding
as a security service provider.

This is followed by the company accreditation phase,
which involves an in-depth analysis of the company’s
infrastructure, including physical verification of
facilities, systems, and documentation.

The final phase is an operational review and
inspection, which evaluates the personnel of the
maritime security service provider to ensure that
standards, equipment, knowledge, and experience
are all in place (Kraska, 2013).

Accreditations are typically carried out by an
independent accreditation body selected based
on its extensive experience in accrediting security
organizations.

The staff of these bodies undergo detailed training
to work in the maritime security industry. MSCs
must meet the following requirements:

a. Management Structure: The company must

have a well-defined management structure, provide
details of company ownership, and be legally
registered to provide maritime security services.

b. Quality and Compliance: The company must
operate under a quality management system and
have effective environmental, health, and safety
management systems in place. All records must be
maintained in accordance with data protection laws.

c. Leadership Expertise: Managers or officers of
the maritime security company must demonstrate
the necessary skills and experience to perform their
roles.

They must possess a sound understanding of
national and international laws relevant to high-risk
areas, as well as the implications and responsibilities
outlined in human rights law and relevant
humanitarian law. These are critical to the maritime
security operations conducted by the company (Liss
& Schneider 2015).

d. Code of Conduct: The company must be a
signatory to the International Code of Conduct
and have a written business ethics code and code
of conduct that aligns with the International Code
of Conduct.

This includes written rules on the use of force
and procedures to prohibit unlawful arrest and
detention, torture, cruel or degrading treatment,
sexual exploitation, slavery, forced labor, and
discrimination. The company must ensure its
employees understand and adhere to these rules.

e. Contractual Compliance:The company must
avoid entering into contracts that conflict with the
International Code of Conduct or dealing with
entities subject to United Nations sanctions.

f. Internal Review: A system for regular internal
review of its systems, procedures, and processes
must be established. Internal procedures should
specify the areas to be audited, responsibilities for
conducting audits, methods to be used, reporting
formats, and the maintenance of accurate and
effective records.

g. Insurance Coverage: The company must have
insurance coverage appropriate to its operations,
including coverage for the carrying and use of
firearms by its personnel on the high seas and in
damages.
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process of collecting, analyzing, and directing
information, while considering emerging topics that
arise during reading and analysis.

The qualitative content analysis resulted in
identifying the underlying meaning of the maritime
security phenomenon and the employment of
MSCs under study, which is clearly reflected in the
following findings of this research.

6. THE IMPORTANCE OF MARITIME
SECURITY COMPANIES

Countries have long sought to secure maritime
routes to safeguard commercial shipping. Piracy has
spurred multilateral cooperation, with commercial
carriers increasingly opting for protection from
MSCs.

While MSC can effectively deter piracy, their
legitimacy remains a contentious and unresolved
issue in international law. Piracy itself is an age-
old crime; despite global efforts to curb it, the coast
of Somalia, for instance, has seen a resurgence of
piracy in recent years, underscoring the persistent
challenge.

Monitoring vast maritime zones, particularly in
critical regions like the Gulf of Aden, exceeds the
capacity of many states, prompting ship-owners to
rely on MSC (Beri, 2011). Though, their presence
correlates with reduced piracy rates, the legality of
their operations—especially the use of lethal force—
remains fiercely debated.

Human rights concerns stem from MSCs’ potential
use of excessive force against suspected pirates,
risking unlawful killings. Additionally, the transport
of armed MSC personnel through territorial waters
sparks jurisdictional disputes between nations, as
laws governing onboard weapons vary widely.

This regulatory ambiguity fosters a lack of
accountability for MSCs, enabling misconduct
without clear legal recourse. Given that MSCs
are a permanent fixture in maritime security, the
international community urgently requires a binding
regulatory framework to reconcile their role with
human rights and state sovereignty (Bateman, 2016).
Countries have invested significant efforts to combat
piracy through legislative measures and multilateral
cooperation (Symmons, 2012). However, the surge
in global trade and maritime activity has strained
the capacity of naval forces to safeguard ships and
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cargo. Deploying military vessels for patrols is
prohibitively expensive, particularly for monitoring
vast oceanic regions. Consequently, ship-owners
and shipping companies increasingly rely on MSCs
for protection.

These companies offer two primary services;
a) armed onboard teams composed of trained
personnel equipped with firearms.

These teams board vessels at ports or via speedboats
as contractually specified, providing temporary
escort through high-risk zones, b) escort vessels that
are smaller, armed ships with limited operational
range that accompany cargo vessels (Tondini, 2012).

The expanded use of MSCs over the past decade has
drawn significant international attention, driven by
their growing adoption by states and commercial
entities.

This trend toward privatizing security services
has intensified debates over accountability and
compliance with international humanitarian law
(IHL), particularly as MSCs diversify into roles such
as logistics, intelligence, and advisory support for
maritime firms.

To mitigate legal ambiguities, states classify
maritime security personnel as civilian contractors,
distinguishing them from state military actors
(Kraska, 2015). MSCs are broadly categorized into
three operational models:

a. Security Service Providers: Deploy armed
personnel for direct vessel protection.

b. Security Consulting Firms: Offer risk assessment,
training, and strategic advisories.

c. Security Support Companies: Specialize in
maintenance, logistics, and intelligence (Krahmann,
2016).

In 2011, the maritime industry experienced a
surge in adoption of the International Maritime
Organization’s (IMO) guidelines for employing
MSCs on ships transiting high-risk zones, such as
the Indian Ocean (Voyer, et al., 2018).

Estimates suggest that 35%—-40% of vessels passing
through these areas employed MSCs, sparking
concerns over the rapid, unregulated growth of
MSCs in the absence of a binding international
framework.
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This shift has compelled the International Maritime
Organization (IMO) to reassess its stance on the use
of force at sea by private actors.

Initially, the introduction of firearms held by private
entities was seen as a violation of the common
interest, potentially leading to the proliferation and
escalation of violence. However, this perception has
gradually shifted toward a compromise.

Today, professionally trained and adequately
equipped entities are authorized to provide security
services, using violent means only as a last resort
to counter threats to people and goods at sea, in
accordance with best practices (Colombo, 2022).
As a result, the role of the state has somewhat
diminished, partly due to the contractual nature
of MSCs.While states insist on maintaining
oversight through carefully crafted legislation, the
effectiveness of these efforts is questionable due to
practical difficulties in enforcement and monitoring.

Meanwhile, the role of MSCs in protecting seas
and oceans continues to expand (Marin, Mudrié
& Mikac , 2017). This research analyzes the extent
to which MSCs align with international law and
the risks of legal violations that could exacerbate
instability.It further investigates the role of risk
management in high-threat areas, highlighting
legal ambiguities arising from MSC activities—
specifically gaps in regulating the use of weapons
and force. The absence of a clear international
regulatory framework creates conditions prone to
misconduct and human rights abuses.

2. STATEMENT OF THE PROBLEM
Maritime security issues, such as piracy and
terrorism, have become a focal point for nations
seeking to enhance security measures, given the
increasing risks faced by ships in these waters.
MSCs have emerged to address this gap and protect
commercial vessels. However, their operations raise
significant legal and political concerns.

The deployment of MSCs on commercial ships has
been widely accepted as a measure to safeguard
sailors from harm and protect vessels operating
in high-threat maritime areas. Nevertheless, the
decision to employ these companies rests with ship
operators, provided they adhere to security principles
and human rights standards. Consequently, this
research examines the extent to which MSCs comply

with international law, the risks of legal violations,
and the legal ambiguities arising from their activities.

3. STUDY OBJECTIVES

The research aims to:

1. Identify emerging security threats in international
maritime passages and on the high seas.

2. Analyze shared concepts and unresolved conflicts
surrounding the role and operations of MSCs.

3. Clarify the legal challenges arising from the
contracting of MSCs.

4. RESEARCH QUESTIONS

1. What are the primary security challenges faced by
MSC:s in international waterways and on the high
seas?

2. To what extent has the international community
accepted the use of MSCs, and how dependent are
non-state actors on their services?

3. What are the legal implications of contracting
MSCs, and how do these implications affect
compliance with international law?

5. METHODOLOGY

The deployment of MSCs on commercial vessels is
widely accepted as a measure to protect sailors from
harm and safeguard ships operating in high-threat
maritime zones.

However, best management practices neither
recommend nor endorse the employment of MSCs,
leaving the decision to individual ship operators—
where permitted by the vessel’s flag state. When
engaging MSCs, operators must adhere to principles
of security and human rights compliance.

Therefore, this research adopts the content analysis
method, through which the researcher seeks to
analyze the apparent and implicit content of the
phenomenon of maritime security and then describe
it in an objective and systematic manner.

The topic of MSCs is one of the subjects where
content analysis is used to identify knowledge, values,
and achieve the goals and implications contained in
published documents, books, and literature, as well
as to analyze security, political, and legal texts.

The research relies on qualitative inductive content
analysis, where the research questions guide the
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ABSTRACT Key actors in international relation increasingly use the term ‘maritime security’ or structure
their work around this framework. Maritime security encompasses emerging challenges, particularly in
international straits and the high seas, and aims to mobilize global cooperation to address them. Issues such as
piracy and terrorism have come into sharp focus, driven by statistical evidence of rising risks to ships in these
waters. These threats underscore the urgent need to enhance security measures. However, the international
community lacks a consensus on defining maritime security, hindering coordinated global action. Amid this
ambiguity and persistent political tensions, private maritime-security companies have emerged to fill the
gap, offering protection services to commercial vessels. Yet, their operations, particularly in international
straits, raise significant legal and political concerns, including potential infringements on state sovereignty.
This research aims to analyze frameworks for identifying shared understandings and unresolved disputes
surrounding the concept of maritime security. It also investigates the implications of contracting maritime-
security firms, assessing their short- and long-term impacts on the maritime landscape, against the backdrop

of modern geostrategic challenges.
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1. INTRODUCTION

The use of maritime security companies (MSCs)
is a relatively new phenomenon in modern
international experience, posing significant
challenges to international law and best practices.
The international community has gradually accepted
the idea of employing MSCs, with an increasing
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number of non-state actors relying on their services
within a short period.

Thus, the driving forces in shipping and insurance
have facilitated the entry of security contractors
into the maritime domain, and states have quickly
adapted to this development.
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oversight and openness are essential. In general, ar-
tificial intelligence (AI) has the potential to increase
military, defense and security performance in both
peacetime and wartime situations by speeding up
decision-making, increasing operational complexity,
and improving cost competitiveness.
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Hence, Al enhances the efficiency and autonomy of
defense systems, particularly in automated weapons
targeting and cybersecurity, reducing reliance on hu-
man intervention and increasing response speed and
accuracy.

Viktor (2023) examined the difficulties and chanc-
es of the defensive use of artificial intelligence and
computer vision- based technologies and applica-
tions in the defense sector. He found that these tech-
nologies can provide:

1. Detecting spoof attacks in human video frames,
providing a practical tool for identifying fake video
footage that can deceive smart digital systems.

2. Detection using deep learning-based methods for
real-time detection of violent behavior, with the po-
tential to enhance public safety and security.

3. Investigation of distributed ledger technology
(DLT) for decentralized processing of large data-
sets and high computational tasks, offering insights
to improve the scalability and efficiency of Al and
deep learning algorithms in military contexts.

4. Advancement of violence detection techniques
using deep learning architectures, particularly in
the context of automated video surveillance appli-
cations, showcasing improved performance and ro-
bustness under challenging conditions such as com-
pression artifacts.

Janakiramaiah et al. (2023) reported about the detec-
tion of military objects in defense using multi-level
capsule. They found that military operations require
automated systems to identify targets.

A well-explored task in Al involving various clas-
sification techniques including Support Vector Ma-
chines (SVM) to classify objects, Early network
(LeNet) for object detection with good performance,
and smaller convolutional kernels (such as VGG-
Net) to enhance detection and reduce complexity.
These techniques can be equipped with recent ad-
vances including:

a. LADAR Image Processing: Techniques like medi-
an filtering and segmentation were tested for vehicle
detection.

b. Optimal Gabor Filtering: Combined with feature
pyramid networks for detecting military objects, par-
ticularly small ones.

c. Visual Surveillance: Intelligent systems for track-
ing suspicious activities using adaptive methods.
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d. Image Fused Object Detector (IFOD): Combines
multiple image types using CNNs for military object
detection.

e. Feature Clustering: Used for detecting and classi-
fying objects by clustering surface features.

f. Deep Transfer Learning: Embedding knowledge
from large datasets and retraining specific layers for
military object detection.

Fontana et al. (2022) Focused on long-range threats
exceeding 3000 km in range. They discussed the dif-
ferent categories of long-range threats, including bal-
listic missiles, cruise missiles, and hypersonic glide
vehicles, pointing out the challenges they pose to
defense systems and the importance of sensor tech-
nologies in addressing these threats and the need for
independent research in this critical area.

They emphasized that advancements in sensor tech-

nology and defense systems are crucial for enhanc-
ing the effectiveness of missile defense against inter-
continental threats.

6. CONCLUSION

This paper investigates the concept, mechanism,
and applications of artificial intelligence (AI) based
on remote sensing and presents practical models of
these applications in the field of defense and security
studies as well as humanitarian sectors.

Military AI applications are advancing quickly
thanks to developments in image recognition, com-
puter reasoning, and precision-guided munitions.

Technological innovations that are becoming more
widely available include robotic combat vehicles in
all domains, autonomous weaponry, sophisticated
decision support systems, big data processing for
intelligence, surveillance, and reconnaissance and
robotic vehicles.

Military operators greatly value these advancements
because they have the potential to greatly increase
combat power, expedite the completion of missions,
and lessen vulnerability to deadly attacks. By im-
proving situational awareness and threat detection
skills, artificial intelligence (AI) plays a critical role
in defense and security, eventually striving to bolster
national security. Even though AI has many poten-
tial advantages, it is important to weigh those advan-
tages against the hazards.

To properly reduce the hazards associated with Al,
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security systems.

* Early Threat Detection: IoT networks enable ear-
ly detection of threats through border monitoring,
area surveillance, and intrusion detection.

» Accurate Threat Analysis: The data collected by
IoT systems provide precise information about sus-
picious activities, facilitating more effective preven-
tion and response measures.

The integration of IoT in defense and security sys-
temssignificantly enhances operational effectiveness,
responsiveness, cost efficiency, and security. The re-
al-time data provided by IoT networks empower de-
cision-makers to act swiftly and accurately, ensuring
improved oversight and protection against threats.
2. Challenges and issues of IoT in defense and se-
curity systems

* Data security and privacy: The transmission of sen-
sitive information across IoT networks exposes vul-
nerabilities to cyberattacks and hacking, mandating
an unwavering focus on safeguarding data integrity.
* Scalability and complexity of IoT networks: It de-
mands meticulous management to mitigate opera-
tional disruptions and ensure optimal performance.

* Critical reliance on network connectivity: It poses
significant hurdles during emergencies or network
outages.

Degadwala et al. (2021) developed an automated
security system for defense operations capable of
identifying, tracking, and eliminating targets. The
system operates in two modes: automatic tracking
using Arduino programming (sensors) and manual
operation where an authority selects and potential-
ly shoots the target. Python-based image processing
methods are implemented via Anaconda Spyder.

This system integrates image processing and auto-
mation to enhance security in defense operations.
The included OpenCV was set up for detecting per-
son movements after configuring the security stream.
The development results indicate successful assem-
bly of the hardware components and configuration
of the Arduino to control stepper motors (Figure 6).

Artificial Intelligencess rapid advancements in speech
recognition, object identification, image analysis,
and machine learning are enhancing defense systems
and have broad applications across commercial, so-
cietal, and defense domains (Akilan et al., 2024).

Globally, Al is revolutionizing defense systems, es-
pecially in cyberspace planning. Its ability to learn
quickly and operate independently in diverse envi-
ronments has garnered interest from military experts,
international competitors, and political leaders.

| S
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Figure 6. Hardware Module
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* Well-informed tactical and operational judg-
ments: Commanders are assisted in making well-in-
formed decisions by Al-generated insights.

* Increased operational continuity in circumstanc-
es with impaired networks: Artificial intelligence
(AI) modifies operations to continue being effective
even in difficult communication situations.

* Greater endurance for physically demanding mis-
sions: Al-powered autonomous systems are capa-
ble of taking on challenging assignments, reducing
the hazards to human people.

* Enhanced endurance and persistence: Al-driven
unmanned systems can run continuously for lengthy

—r

periods without the need for human intervention.

Petrovski et al. (2022) proposed a YOLOvVS meth-
od to detect objects of critical military importance.
Path aggregation network (PANet) was used by
YOLOV5 to improve information flow. Through an
improved bottom-up approach, PANet enhanced
the transmission of low-level features and used
adaptive feature pooling to directly transfer val-
uable information to succeeding networks. This
mechanism improved the precision of an object’s
location.

The model was able to confirm whetherthereis a Mil-
itary Target on the image quite correctly (Figure 5).

Figure 5. Ability of detecting military target using YOLOvVS enchanted with PANet.

5. ARTIFICIAL INTELLIGENCE APPLICA-
TIONS BASED ON REMOTE SENSING TECH-
NIQUE IN THE FIELD OF DEFENSE AND SE-
CURITY

Internet of of Things (IoT) applications in defense
and security systems significantly enhance surveil-
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lance, military intelligence, border monitoring, and
asset management. However, challenges such as
data security, system interoperability, battery life,
and big data management need to be addressed for
effective implementation (Rahmah et al., 2023):

1. Advantages and benefits of IoT in defense and
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collecting, small drones can be modified for intel-
ligence, surveillance, and reconnaissance (ISR) or
weapon delivery applications. Large drones, like
medium- and high-altitude long-endurance (MALE
and HALE drones), are used for military informa-
tion gathering, search and rescue operations, tactical
ISR, and battlefield support. They frequently oper-
ate beyond the operator’s line of sight.

Thusnavis et al. (2022) explored drones applications
in defense aspects. Drones are designed to take the
place of humans in commercial and industrial set-
tings, saving them time and effort. Bomb detection
(Figure 4) is one of the most difficult and dangerous
jobs. It takes a long time for humans to find the

Figure 4. Drone application in bomb detection.

bomb. Therefore, early bomb detection is essential
to preserving human life. Drones are now utilized in
the military to find bombs in a variety of locations.
These drones save many lives in extremely sophisti-
cated locations because they are smaller and feature
high-quality wireless cameras.

A comprehensive assessment on remote sensing
techniques for subterranean structures was conduct-
ed by Melillos et al. (2016). Such an approach can
be employed as a means of supplying the Ministry
of Defense and the National Guard with pertinent
data, mostly for security-related uses. They found
that integrated technologies like Unmanned Aerial
Vehicles (UAVs), field spectroscopy, and satellite
imaging might be utilized to administer and assist
a national research effort for finding «buried» mili-
tary underground installations with remote sensing
and GIS.

Angela et al. (2023) explained six reasons for using
Al systems in the military, which are:

1) Threat detection: In real-time, Al algorithms ex-
amine a variety of data sources, including social

media and satellite photos, to identify potential
dangers and unearth hidden patterns.

2) Remote operations: Al manages unmanned ve-
hicles, including as ground robots and drones, for
activities like logistics, targeted strikes, surveil-
lance, and reconnaissance.

3) Training and simulations: Al creates lifelike
virtual environments that allow soldiers to safely
practice in various combat situations.

4) Smart weapons: Al improves the aiming and ac-
curacy of weapons.

5) Autonomous ground vehicles (AGVs): Simi-
lar to unmanned vehicles, these vehicles perform
transportation, logistics, and search and rescue
duties.

6) Predictive analytics: Al-driven systems examine
huge databases to spot trends and forecast future
occurrences.

On the other hand, Mori (2018) listed the ways in
which the artificial intelligence has significantly
improved military operations, including:

* Better situational awareness: Al makes it possible
to analyze data thoroughly, which improves com-
prehension of the operational environment.

* Quicker decision-making: AI systems have a
high rate of information processing, which enables
them to react swiftly to changing circumstances.

* Enhanced cyber resilience: By more accurate-
ly identifying and thwarting attacks, AI helps
strengthen defenses against cyber threats.

 Lower maintenance costs: Predictive mainte-
nance powered by Al reduces downtime and max-
1Imizes resource use.

» Improved unit integrity: Al helps military units
coordinate and communicate more effectively, re-
sulting in more unified operations.

* Increasing complexity of joint force maneuvers:
Al makes it possible for many military branches to
conduct more intricate and coordinated operations.

* Improved communication connection security:
Al raises the bar for encryption and secure com-
munication protocols, lowering the possibility of
interception.
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classify ships, scan satellite images, and integrate
fragmented data in maritime surveillance (MS) sys-
tems with several sensors. These algorithms organ-
ize and filter massive amounts of data, producing
actionable information that end users (such as law
enforcement, coast guards, and other government
and military authorities) can utilize to spot anom-
alies, neutralize threats, and prevent incidents. To
properly utilize the enormous quantities of satellite
images, the spread of space-based sensor technol-

ogies requires sophisticated data processing tech-
niques including big data analysis, machine learn-
ing, artificial intelligence, and data fusion.

In particular, specific algorithms are needed to in-
terpret raw satellite images, identify and categorize
ships, and combine data from many sensors in or-
der to construct MS systems that integrate multiple
sensor

Figure 3. Detection of illegal versus legal ships on and offshores.

Ficure 3. Through the management of the growing
amount of heterogeneous data, these techniques
enable MS. End-users like police, coast guards, and
military authorities can identify irregularities and
risks like oil spills, piracy, and human trafficking
with the use of the extracted data and insights,
which allows for prompt intervention to stop mis-
haps and illegal activities.

Real-time reconnaissance, surveillance, target ac-
quisition (RSTA), ISR, and novel fire capabilities
are all made possible by UAVs for the military.
They can be used in front lines, flanks, or behind
enemy lines in conventional warfare, including
counterinsurgency operations. Drones are also es-
sential in unconventional warfare, including coun-
terinsurgency operations.
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Anil et al. (2023) examined the unmanned aerial
vehicle of military for land mine detection and il-
legal migration surveillance support. Because of
their enhanced durability, stability, and efficiency,
unmanned aerial vehicles (UAVs) are becoming
more and more important in both military and
civilian uses. UAVs with next-generation cameras
can offer war and rescue missions with exact topo-
graphical data. They can carry heavier cargoes, in-
cluding anti-tank guided missiles, which helps with
the development of war strategies. They can also
interact with soldiers on a frequent basis, providing
intelligence on enemy movements.

Drones are used by military forces in a variety of
sizes and weights. In general, armed drones are
bigger and heavier than unarmed ones. While
nano and micro drones are mostly used for data
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4. AT APPLICATIONS BASED ON RS TECH-
NIQUE IN THE FIELD OF DEFENSE USING
SATELLITES & DRONES

Artificial intelligence (AI) is becoming increasingly
prevalent in military operations (Figure 2), mirror-
ing its growing importance in industries and busi-
nesses (Rashid et al., 2023). Al-driven military sys-
tems process large volumes of data more efficiently
than conventional systems and enhance fighting
systems’ self-control, self-regulation, and self-ac-
tuation. Practically every military application now
involves Al, and the growing support for advanced
Al technologies is expected to boost demand for
Al-driven systems in the military.
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Figure 2. Military application of AL

Drones can be outfitted with an array of sensors
and cameras to gather copious amounts of envi-
ronmental and target data. The decision-making
part of hyper-personalization evaluates this data in
real-time and provides military commanders with
actionable information so they can make better de-
cisions.

Neural network analysis of UAV data is a recent
invention in hyper-personalization for military de-
cision-making. It can identify possible targets, with
extreme precision, and provide commanders with
recommendations in real time. The goal of modern
technology is to safeguard soldiers’ lives and health
on the battlefield. One strategy commonly dis-
cussed is “bringing machines onto the battlefield,”
with bioinspired robots proposed as alternatives to
conventional weapons. These robots can withstand
harsh conditions and provide soldiers with better
safety in combat scenarios.

Soldi et al. (2021) reported that massive datasets
generated by the increasing number of space-based
sensors requires advanced data processing tech-
niques including big data analysis, machine learn-
ing, artificial intelligence (AI), and data fusion.
Complex algorithms are needed to recognize and
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This application introduced the enhanced detecting ob-
jects method, by using the same arguments for training
and testing experiments. The study showed that Yolo v3
object detector has better performed R-CNN and SSD
with average precision of 0.925. Kemper and Kemper
(2020) addressed a set of sensors used in the field of re-
mote sensing and geographic information systems for
various applications related to disaster management.

It mentioned that annually, many people suffer injuries
or death due to disasters, including natural disasters such
as earthquakes and volcanoes, in addition to biological
disasters as epidemics or pandemic diseases in which
humans are involved in one way or another. By using
modern sensors technologies for prediction, preparation,
and response, disaster management has become more ef-
fective. In the case of floods, classifying areas depends on
the level of hazard and finding the more safe areas. This
study went on combining new sensors in new platforms
with better applications. Looking at the response phase,
fast data availability is crucial to successful operation on
the ground. It is necessary to guide rescue teams through
the situation.

It is also necessary for mitigating risk analysis, preventive
identification of emergency areas and responsive emer-
gency location, and quick responsive mapping. One of
these sensors is a thermal camera. It captures and meas-
ures the longwave infrared, therefore thermal images help
in detecting thermal anomalies, changes in temperature
or even searching for people.

Considering the security field, different IoT based sen-
sors bring the physical objects very close the digital
world which can be implemented by leveraging fog
computing (Sehrawat & Gill, 2019). Positioning sensors
detect the presence of things, including humans in a
particular area by sensing their motion. It can increase
home security by tracking any movement in doors and
windows from anywhere.

There are also sensors to detect any motions or physical
movements of any objects within conducted areas moreo-
ver, whenever motion is detected where photos or videos
can be uploaded on the server. Temperature sensors are
helpful in identifying the physical changes in objects by
measuring heat energy.

Additionally, there are infrared sensors, which emit or
detect the infrared wavelength to sense specific features
of certain objects. Specific criteria around some restricted
areas can be addressed with smart Perimeter Access Con-
trol (PAC) to alarm any entry of non-authorized people.
To reduce the possibility of accidents in risky workplaces
Smart Explosive Detection (SED) sensors can produce a
warning alarm of any detection of harmful gases, radia-
tion levels, and leakage exist.

These applications showcase the potential of IoT sens
sors to create safe and secure places. Table 1 summary
all mentioned above articles which are related to the
applications of computer vision, sensors and IoT in the
field security.

Table 2. Summary of articles related Applications of computer vision, sensors and IoT in the field security
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No. | Year Title Task. Applications Platform A Reference
Approach
AERO: Al-Enabled
Remote Sensing cloud—edge
1 2023 Observation with object detection and tracking models Sanees, IO-I_—’ . hybrid [eulzae et
Computer vision) al. (2023)
Onboard Edge system
Computing in UAVs.
Attention Mask R- Improve
CNN for Ship Deep
2 2020 lSDee;f:::tra'tai:: From object detection Computer vision ::Z::e'?g :\Izlg;ot)al'
Remote Sensing (Mask R-
Images CNN)
Geospatial
Intelligence and
Artificial Intelligence
) e P i v
3 2023 R Object Detection (Identify Criteria) Computer vision Deep Silva
AreEhEEEm learning (2023)
Infrastructure in the
Border Region of
Venezuela and
Colombia
FogSurv.
Al)/machine fog
FogSurv: A Fog- learning (ML), computing.
Assisted Architecture information fusion, Al/ML
for Urban R . . and dynamic data- rocessing, Munir et
4 2021 Surveillance Using Object Detection and Tracking driver:, gnd & al. (2021)
Artificial Intelligence methods/framework Al- and
and Data Fusion for real-time urban data-driven
surveillance information
fusion
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3.COMPUTERVISION, SENSORS,ANDINTER-

NET OF THINGS IN THE FIELD OF SECURITY
The development and implementation of an advanced
system for UAVs to perform real-time remote sensing
tasks using onboard Al and edge computing was inves-
tigated by Koubaa, et al. (2023).

They reported that applications of UAVs traditionally
rely on human responses for monitoring or offline pro-
cessing. Other technical methods rely on cloud comput-
ing, where reasoning is dependent on the video stream,
which might present significant challenges related to
limited connectivity and high latency.

Their proposed approach, AERO, was a cloud—edge hy-
brid system where a cloud server is responsible for data
storage and edge computing is responsible for process-
ing Al tasks. It combines object detection and tracking
models over multiple consecutive frames to increase the
detection accuracy.

This approach helps in many applications. Consider
security, it provides real-time monitoring of risks and
disasters, exploring extended or rough terrain areas to
search for lost people, executing specialized person de-
tection models on board, and automatically report their
location in real-time.

Nie et al. (2020) discussed the deep learning methods
used to detect ships in purpose of maritime surveillance
and traffic supervision. They proposed enhanced ships
detection and segmentation at the pixel level based on
improved Mask C-RNN model. Automated ship detec-
tion can help to obtain ship distribution information.

Furthermore, it can be used to control illegal fishing
and cargo transportation. Traditional methos including
statistical methods identifies controlled region and then
delete object, which are not identified as ships. Howev-
er, this method performed well in the sea regions of sat-
ellite images from panchromatic and one band within
multispectral bands. But it did not perform well in the
harbor area. However, by adding learning techniques to
the model, it performed well in the harbor area and sea.

A view on using geospatial intelligence and Al to de-
tect the primary infrastructure for coca paste produc-
tion which has reached a record level in the recent years
was explored (Pinto and Silva (2023). This study aimed
to strengthen strategies against drug trafficking by us-
ing advanced AI models and remote sensing. Around
16,778 training samples have been trained and used in
advanced deep learning model with 90 % as the Aver-
age Precision (AP) Score of the model.

A comprehensive framework named FogSurv was de-
signed for real-time urban surveillance leveraging fog
computing, artificial intelligence (AI), and data fusion
(Munir et al. (2021). This framework aimed to enhance
situational awareness (SA) and ensure timely responses
to emergencies by integrating Internet of Things (IoT)
devices, unmanned aerial vehicles (UAVs), fog nodes,
and cloud servers. Several use cases were outlined to the
framework can have a significant impact on security is-
sues including proactive threat detection and emergen-
Cy response.

Traditional imaging from satellites or high-altitude air-
craft often fails to cover certain parts of the monitoring
area and typically produces low-resolution images, lead-
ing to challenges in accurately identifying objects. In con-
trast, UAVs can operate multiple times a day without the
need for extensive infrastructure for takeoff and landing,
offering more flexibility and efficiency.

Avola et al. (2021) applied low-altitude UAVs for detect-
ing anomalies in small-scale areas. This study employed a
One-Class Support Vector Machine (OC-SVM) anomaly
detector based on customized Haralick textural features
for aerial video surveillance at low altitudes. The use of
textural features enabled a vision-based system to detect
both micro and macro structures of the analyzed surface
with high precision.

From a military perspective, this approach can be uti-
lized for mine detection, combat efficiency assessment,
and battlefield mapping. An automatic target tracking us-
ing a real time video produced by SAR was investigated
by Li et al. (2024). A moving target tracking system was
proposed. It was designed to be low complexity and fast
for implementation through edge nodes in a mini-satel-
lite or drone network, enabling machine intelligence in
large-scale vision systems, particularly for marine trans-
portation systems.

The system employed a group of image-processing tools
for video preprocessing and Kalman filtering for the main
tracking task. For testing system performance, two meas-
ures—accuracy and false alarm probability—were com-
puted using real vision data. The analysis included scenes
with a single target and more complex scenes with multi-
ple targets. The proposed system has demonstrated high
performance in these tests.YOLO v3 deep learning ap-
proach was investigated by Zhao and Ren (2019). They
compared it with fast R-CNN and SSD in order to figure
out the efficiency in accuracy and speed to detect small
objects using high latitude remote sensing platforms, spe-
cifically the Aircraft.
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dom forest classifier (RFM) model to recognize vehicles
traveling on roadways worldwide. The created model
combined a rule set based on known motion effect fac-
tors with a recursive neighborhood search. The training
data of the model was collected globally and validated
with the ground data in Germany. Each band in the sat-
ellite imagery was examined individually to track the
movement of the object due to time offset and sentinel 2
data was masked by using the data of roads (only larger
roads) from the Open Street Maps.

The RFM model was initiated and the object was ex-
tracted after running the trained model and results were
compared with the next position of the vehicle to esti-
mate the direction of movement. The overall accuracy
of 84% was reported by the model validation, and the
car station data and sentinel 2 truck counts had a r-val-
ue of 0.63. According to the authors, their model may
be used for early warning system conservation, illegal
mining detection, and truck anomaly detection.

Gadamsetty et al. (2022) used a deep learning approach
to detect ships by examining the satellite imagery. The
study used supervised classification and object detec-
tion using YOLOV3 to extract the objects from the
study area. Subsequently, the objects were identified us-
ing segmentation procedures that adhered to the Hash-
ing (SHA-256) in terms of ship numbers and geograph-
ical location in satellite imagery. The training dataset
(231,722 images) was used with 70% and 30 percent for
the training and validation process, respectively. The
study asserted that it was not exclusive to YOLOV 3, since
accuracy was also assessed for R-CNN plus K means.

YOLOV3 performed better on the same datasets, with
96.4% accuracy as compared with its competitors.

The authors suggested that the model performed better
than existing models in blurry conditions, small, land
masking, and cloud masking, and it is more efficient in
unfavorable weather situations. Wang (2019) used the
land cover data computed using satellite imagery in the
Southwest US-Maxico border area (30-mile buffer zone)
to address the effect of the legal and illegal crossing on
the cropland and vegetation land. 70% of the study area
was covered by scrubland and the other 30 5 was domi-
nated by grassland, barren, and forests. The results from
the study were correlated with the illegal crossing data
and petrol enforcement data from border petrol stations.
Their results reported that one standard deviation in-
crease in illegal crossing would result in a 4.1% decrease
in the vegetation cover index and one standard deviation
increase in petrol agent would lead to a 19 % decrease
in the vegetation cover index. This study shed light on
the effectiveness of satellite imagery to link the border
security policy and natural management techniques for
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natural resources with the lifestyle of the local com-
munities near the border area.

Ahmed (2021) highlighted the use of microwave full-
body scanning at the airport security scanners. The
study included a thorough analysis of passive and ac-
tive sensing systems and asserted that because passive
systems do not experience signal loss at long ranges
employing higher frequencies, they were desirable for
standoff detection. On the other hand, the active sys-
tems are used in security scanning checkpoints as they
do not need a source of energy to operate. This system
can also operate at a few millimeters distance from the
object under observation proving beneficial in cloth
penetrations.

In order to monitor the integrity of borders, Laouira
et al. (2021) recommended a multilayer surveillance
system that uses sensors, radar, and unmanned aerial
vehicles (UAVs). The main objective of this study was
to detect and monitor any unidentified entities intrud-
ing on the borders using minimum human resources.

The system works by sending the information/data
collected by the Scalar sensors and radar to the control
center and then the call for UAVs and patrol was given
to monitor the possible border breach area. They also
suggested using fine resolution techniques and moni-
tor cameras to be on standby and used by the control
room operators only when the scalar sensor alarmed
from a nearby installed location.

The use of remote sensing technologies is under spot-
light for the space-borne intelligence, surveillance, and
reconnaissance to tackle security and address the de-
fense of a country. Shimoni et al. (2019) reviewed the
importance of hyperspectral imagery in security and
defense applications. Their study divided the use of
Hyperspectral imagery into two major applications,
Strategic and tactical.

The strategic part covered the application in the
collection of information on the battlefield that
used Visible and Near-Infrared (VNIR), Shortwave
Infrared (SWIR), and Longwave Infrared (LWIR)
bands for situation awareness, reconnaissance, and
surveillance.

The tactical part of this study covered the applica-
tion in discrimination between targets and decoys,
defeating camouflage, early warning for long-range
missiles, and detection of landmines.

The tactical part used the field, airborne, and space-
borne platforms that used VNIR, SWIR, Mid-Wave
Infrared (MWIR), and LWIR bands.
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context, spontaneous accommodation of the large num-
ber of refugees led to deforestation in the area which
was examined in this study. Authors reported that the
rapid expansion of the camp raised alarm against so-
cial, environmental, and forest security.

So, the study utilized Sentinel (2A & 2B) satellite im-
agery (10 meters) using the random forest machine
learning algorithm to quantify the expansion of the set-
tlements and their effect on surroundings. Their study
used the Sentinel 2 imagery acquired before and after
the influx of refugees.

Moreover, they also used QuickBird imagery (0.6 m,
pan-sharpened) to locate the locations of the previ-
ous camps. The results show that the highest expan-
sion of 835% in settlements was observed in the Kut-
upalong—Balukhali camp. Their study reported a high
overall accuracy of 95% and Kappa statistics of 0.94.

Their analysis showed that many refuge shelters were
temporarily located inside the hosted community which
reported the concerns among the local people. They ob-
served that such expansion has already raised several is-
sues, including the loss of life caused by elephant tram-
pling owing to conflict with wildlife corridors.

They suggested that the adoption of satellite imagery
can assist government agencies in developing better
security strategies for human and animal habitats sur-
rounding the settlements. There are mainly three types
of communication platforms working at the same time
in the UAV system. First, the platform is radio frequen-
cy which is used to transmit the Imagery, video, and
communication with the ground control stations. Sec-
ond is the cooperation with the GPS satellite for the lo-
cation assessments and third is interaction between oth-
er UAVs in the area. The compromise of any of these
platforms can be a huge security threat.

Adnan & Khamis (2022) reviewed the fields that use
Drones in military and civilian applications and identi-
fied the reasons for the usefulness of their application in
the relevant field.

The authors stated that drones were used for a variety
of objectives, including research, business, recreation,
emergency response, search and rescue, and sports for
environmental monitoring. This study reported that the
use of drones by civilians for information collection
raises concerns about national security. Without strict
enforcement and regulations, misuse of drone technol-
ogy could risk national security. Drones are easier and
safer than sending human images to record visual imag-
es in risk areas. Misuse of drone technology could lead
to misuse and potential misuse of national security by
operating in restricted areas, like airports, posing risks

to public safety and illegal data collection for security
purposes.

Abiodun (2020) focused on using effective aerial surveil-
lance, mapping technologies, and intelligence collection
to tackle insecurity in Nigeria. This study provided
many types and field applications of Droves and UAVs
that are used in securing the community. This study rec-
ommended issuing licenses for drone applications to the
security offices to identify the hideouts of criminals and
their hideouts, regulating the no-fly zone near the air-
ports, flying permits before each operation and period-
ically disclose information on the usage of equipment.

Deep neural networks are widely used for object de-
tection as they collect large numbers of image data for
tracking and detecting objects with high accuracy but
the advancement of cyber-attacks on aerial imagery has
increased in recent times. Du et al. (2022) used a threat
model to target adverse attacks by altering the digital
numbers of an object and performing physical-world at-
tacks by printing patches and placing them in the attack
scene (cars with different body paints in the parking).

The results of the study reported that the attack level
was more counted for blue color cars in the parking.
They concluded the induced patches on the car are
more effective as adverse attacks on the car detector
model and subjected to climatic parameters such as sun-
light and weather.

Satellite-based imagery provides detail on difficult ter-
rains and surfaces and supports aid in complex situa-
tions that are not humanly possible, especially in con-
flicted zones (Avtar et al., 2021). This study provides
insights into the application the satellite imagery for
international peace and security. Shafique et al. (2021)
provided an overall investigation of the UAVs and their
vulnerability to security breaches.

A study by Liu et al. (2022) explored standard RGB
bands from the Sentinel-2 satellite imagery with an au-
tomatic identification system (AIS) using a data fusion
technique to track the movement and direction of the un-
identified and unresponsive vessels. Their study utilized
the deep learning model named YOLOvVS5 and R-CNN
to strengthen the ability of small target detection. The
outputs from these models were used as input param-
eters, including AIS data for the surveillance model
(MSOA) to determine whether the vessel is AIS-asso-
ciated. The results reported an overall precision of 92.3
% in detecting moving ships and ship wakes but false
detection was observed in the land area background.
Fisser et al. (2022) presented a remote sensing tech-
nique that employed Sentinel-2 satellite data and a ran-
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1. INTRODUCTION

During the Cold War, the application of the first Unit-
ed States Force satellite program (CORONA) collected
860,000 images (resolution of 12 meters) of many re-
gions in the world (Dashora et al., 2007). Application
of machine learning on Remote sensing data can help
in situation awareness after a natural disaster, human
rights violations, or refugee settlement monitoring.

Quinn et al. (2018) explored the use of remote sensing
data in conjunction with the Mask-RCNN model to
monitor and count refugee shelters in the Middle East
and Africa. They used multiple imagery platforms of
Airbus and DigitalGlobe based on available data for

the region. The average precision for the model was
recorded at 0.78 on all the locations, justifying the
use of the machine learning tool on satellite imagery.

One of the biggest disadvantages of high-resolution
satellite imagery analysis is the privacy implications and
accidental results sharing. Most similar research sites
are partially exposed, and the use of high-resolution
satellite images should be done within an agreed-upon
framework that adheres to ethical and responsible
principles. Figure 1 depicts an overview of multiple uses
of Artificial Intelligence (AI) in the field of security,
including remote sensing techniques and GIS platforms.
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Figure 1. Overall applications of Artificial Intelligence (AI) in the field of security by

incorporating aerial imagery (using satellites and drones) and GIS platforms.

This paper investigates the concept, mechanism, and
applications of artificial intelligence based on remote
sensing and presents practical models of these appli-
cations in the field of defense and security studies.

The remainder of the paper is structured as follows:
Section IT contains the applications of arial imagery
from drones and satellite in the field of security. Sec-
tion III presents the roles of computer vision, sensors,
and internet of things in the field of Security. Section
IV discusses how the defense field can benefit from the

”»

e

applications of computer vision, sensors and IoT. Sec-
tion V presents the latest knowledge on utilizing arial
imagery from satellites and UAVs in the field Defense,
while Section VI contains the conclusions.

2. APPLICATIONS OF ARIAL IMAGERY FROM
DRONES AND SATELLITE IN THE FIELD OF
SECURITY

Since August 2017, around 0.5 million Rohingya
refugees fled to Bangladesh and joined others in over-
crowded settlements camps (Hassan et al., 2018). In this
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ARTIFICIAL INTELLIGENCE APPLICATIONS BASED
ON REMOTE SENSING TECHNIQUES IN THE FIELDS

OF DEFENSE AND SECURITY STUDIES 1
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Al-Wahidi6
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ABSTRACT: The concept of command, control, communication and coordination in defense and security
operations depends largely on the availability and analysis of accurate spatial and temporal information to
reach quick decisions for executive orders. Since defense and security agencies around the world obtain huge
amounts of visual surveillance data on daily basis from various sources of sensor technology, such as fixed
sensors or those connected to moving objects such as drones, vehicles, and satellites, the challenge has become
not in collecting the data itself, but in processing and analyzing it. Hence, machine learning and artificial
intelligence can be used. It is an application of artificial intelligence that uses computational methods to simulate
the human eye. Similar to how people interpret visual information, computer vision programs based on remote
sensing can «see» and «respond» to visual contact, extract valuable information, and make judgments based on
what is «<seen». Therefore, in the current digital era, artificial intelligence applications based on remote sensing
technologies have become an excellent tool for military and security commanders before, during and after any
operation. The use of these applications has revolutionized the ways in which these devices operate to obtain
the required strategic information. For example, machine learning enables the creation of artificial intelligence
computer vision that can classify and identify huge amounts of surveillance footage captured by surveillance
equipment both at low altitudes such as drones and from high altitudes such as satellites. The development
of algorithms can enable us to determine the contents of these huge amounts of data, detail any abnormal
cases or diagnoses, and identify relevant targets that have been programmed to be reported. The system can
then alert a human operator and highlight which targets are flagged while determining the accuracy of the
diagnosis. This study investigates the concept, mechanism, and applications of artificial intelligence based on

remote sensing and presents practical models of these applications in the field of defense and security studies.
Keywords: Remote Sensing; Artificial Intelligence; Machine Learning; Defense; Security.
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